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White Paper on System of Systems Measurement

1 Executive Overview:  

In recent years the DoD has leveraged the rapid evolution of information technology to provide overmatching combat capability to the warfighter. Continuing this trend the DoD continues to invest in large-scale initiatives such as Future Combat System, National Missile Defense, Army Battlefield Digitization, Navy Cooperative Engagement Capability, and the Global Command and Control System. These efforts, like many service-specific and Joint acquisition efforts, represent a new commodity class in the acquisition domain:  they are “systems of systems” (SoS).  The emerging importance of these aggregated systems, both in terms of the investment resources allocated to them, and the operational value of the functionality they provide, has prompted DoD leadership to seek improvement of the management and oversight of such endeavors.  However, established acquisition management tools and methods may not adequately address or account for important differences between management at the system versus system-of-systems level.  For example, project size, as expressed, traditionally in terms of source lines of code or similar measures, has long been validated as a key predictor of project cost and schedule. No corresponding measure has proven to be similarly reliable at the system-of-system level.  For this reason and others, there is no reliable and validated measure to allow DoD decision makers to assess the likely cost, schedule or technical success of these large, aggregated systems of systems. 
The development of Systems of Systems requires investment in the development of the individual entities within the SoS, so-called system elements, but also requires investment in the integration of these entities within the SoS context.  Furthermore, attention is required to the development of enterprise rules that govern the interaction of the system elements.  Each of these areas:  system elements, system integration, and enterprise rules, require the expenditure of effort for SoS developers and maintainers.  The ability to predict the amount of effort required to achieve and sustain the desired SoS functionality is critical to the success of the SoS endeavor.  In order to predict the effort, relevant attributes of the system elements, system interfaces, and enterprise rules must be defined, measured, and related to the effort necessary to achieve the desired outcomes.  
2 Measuring Systems of Systems

2.1 Introduction

The development of Systems of Systems requires investment in the development of the individual entities within the SoS, which can be called system elements, but also requires investment in the integration of these entities within the SoS context.  Furthermore, enterprise rules must be developed to govern the interaction of the system elements.  Each of these areas:  system elements, system integration, and enterprise rules, require the expenditure of effort on the part of the SoS architect and development collaborators.  The ability to predict the amount of effort required to achieve the desired SoS functionality is critical to the success of the SoS endeavor.  In order to predict the effort, relevant attributes of the system elements, system interfaces, and enterprise rules must be defined, measured, and related to the effort necessary to achieve the desired outcomes.  
2.1.1 What is a System of Systems?

A universally-accepted definition for system of systems (SoS) has not yet been developed.  However, within the context of this research, a working definition of system of systems is derived from the recognized definition of a “system of interest” as defined by the international standard, ISO/IEC 15228, The Systems Engineering Process **verify this title**
2.1.2 ISO/IEC Standard 15228

The ISO/IEC Standard 15228, The Systems Engineering Process **verify this title** defines the system of interest as follows:  **add description and graphic for system and system of interest here**
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Figure 1:  System of Interest per ISO/IEC 15288 2002

This definition of a system of interest is sufficiently flexible to accommodate systems of any scope and scale.  Significantly, the notion of the system of interest being itself comprised of systems introduces the idea of recursion into the characterization and analysis of system behavior.

The relationship between the system and its complete set of system elements can typically only be resolved in a single step for the simplest systems-of-interest.  For more complex systems of interest, a prospective system element may itself need to be considered as a system (that in turn is comprised of system elements) before a complete set of system elements can be defined…In this manner, the system life cycle processes are applied recursively to a system-of-interest to resolve its structure to the point where understandable and manageable system elements can be implemented or reused, or acquired from another party
.

2.1.3 Terms of Reference

This research project establishes terms of reference to be used within the context of the project as described in the following section.  Although it is the desire of the researchers to adopt standard terminology whenever possible, it may be necessary to apply terminology which is not standardized across all domains. In these cases, the researchers will describe the terms and their usage as they apply to this project. 
Key terms of reference are as follows:

· System

· a combination of interacting elements organized to achieve one or more stated purposes

· System-of-Interest

· the system whose life cycle is under consideration in the context of this International Standard

· System Element

· a member of a set of elements that constitutes a system

· 
NOTE: A system element is a discrete part of a system that can be implemented to fulfill specified requirements

· Enabling System

· a system that complements a system-of-interest during its life cycle stages but does not necessarily contribute directly to its function during operation

· 
NOTE: For example, when a system-of-interest enters the production stage, an enabling production system is required

· Enterprise rules:  rules that govern the interaction of system elements

· Serve the role of “traffic cop” or “local government” within the SoS
· System elements must play by the rules to interoperate effectively as a SoS
· Within a SoS, certain functions can be “common”,  “global”, or both

· Common functions exist within multiple elements, but may be implemented differently

· Common mapping, messaging applications, etc.

· Global function are required by multiple elements, and must be implemented identically for the SoS to function

· Timing, address book, network balancing, network security, etc.

· Global functions must be common, but common functions may not necessarily be global

· Global functions must be provided by the “environment”

· Establish the enterprise rules by which all elements must abide in order to attain SoS functionality

2.1.4 System of Systems versus System of Interest

System-of-Systems (SoS) is a System-of-Interest which meets the following criteria:
· System elements are predominantly systems in their own right

· Important functionality is realized by the integration and/or aggregation of individual systems element functions

· Individual operational threads pass through multiple system elements

· SoS Architect defines the System Structure, but may not control the development of system elements

2.2 Current SoS Measurement Capabilities & Shortfalls

The disciplines of system engineering, program and project management have historically focused upon the “system” as the entity of interest.  This makes sense, in that the “center of gravity” of engineering effort for the past decades has been at that level, and it could be argued that the system engineering and program management community has not completely solved the challenges of developing complex systems.  This systems focus pervades the Department of Defense (DoD) and federal government acquisition processes.  For example, the DoD’s method for planning and programming resources for investment in new technologies is based upon the “program element” structure.   Our acquisition processes are poorly suited for system-of-systems analysis and management, particularly if the scope of the SoS extends beyond established management boundaries.  Conflicting lines of authority make the management of SoS particularly difficult.  

Further contributing to the chaos, is that traditional program/project management disciplines may not be readily applicable to SoS.  Certainly, the measures that apply at the system level are still relevant:  measures of size, cost, progress, etc., are relevant.  However, there are certain measures that apply at the aggregate level, which are not simply the sum of the individual values, which have not been adequately characterized or studied to date.  These measures and characteristics are the subject of continuing research.
2.3 Information Needs

At the simplest level, the information needs at the SoS are the same as those at the program/project level.  Managers need to know the magnitude of the effort to be undertaken,  need to know the progress of the constituent tasks, need to understand the linkages and dependencies of the individual efforts, and need to know the approximate cost and schedule of the effort.  However, the nature of the tasks, the relevant attributes that characterize the effort, and enable managers to predict the likely cost and schedule of these efforts are likely to be different in important ways from the corresponding attributes and measures at the systems level.
2.4 Recommended Measures for SoS
The underlying principle of SoS measurement is that cost, schedule, and technical performance (the outcomes that managers care about) are driven by two aspects:  the magnitude of the effort involved, and the efficiency of the process by which the effort is accomplished.  There are distinct measurable concepts associated with each of these two aspects. 

The intrinsic or inherent effort of the SoS task can be inferred or derived from observable attributes of the SoS to be implemented, and these observable attributes can be discerned through a disciplined and thorough analysis of the SoS requirements.  The observable attributes that describe the inherent magnitude of the SoS effort fall into three categories:  attributes related to SoS elements, attributes related to SoS interfaces (internal and external), and attributes related to the enterprise rules that govern the behavior of the elements within the SoS. 
The term “inherent effort” is used in lieu of the term “size”, because although size is generally correlated with effort, there is no generally-accepted size measure for SoS.  Furthermore, other factors not related to size, such as complexity, can influence the amount of inherent effort required to implement an SoS of a given “size”.   For the purposes of this white paper, the term “inherent effort” is used to describe the essential magnitude of the effort required to implement the SoS.
The efficiency of the SoS implementation process determines how much of available resources will be consumed in the construction of an SoS of a given magnitude or inherent effort.  In other words, an efficient SoS implementation process will complete the SoS of a given inherent effort at less cost and schedule than an inefficient process.  So the cost and schedule of an SoS initiative is driven by the magnitude of the SoS effort, moderated by the efficiency of the implementation process.  Those attributes of the process that relate to the efficiency of the implementation can be called “moderators”.  So the SoS measurement process will examine attributes that describe the inherent effort of the SoS, as well as attributes, or moderators, that describe the efficiency of the SoS implementation process.
2.4.1 Element Attributes

SoS are comprised of system elements, which are predominantly systems in their own right.  Attributes of these system elements will drive the effort required to integrate them into the SoS, and to maintain SoS functionality over the lifecycle.  Examples include:
· Number of System Elements:  The number of system elements is determined by functional analysis and allocation within the systems engineering process.  This allocation process is influenced by existing systems that provide some of the required functionality.  For each element, effort is required to develop new elements, which is driven by factors such as size and complexity, and to adapt existing elements to function within the SoS.  For this adaptation effort, analysis is necessary to determine functional fit and coverage, and then effort must be expended in the development of wrappers, middleware, glue code, custom application program interfaces (APIs), etc.   

· System Element Design:  The homogeneity of system element design, with respect to procedures, applications, infrastructure, and data
 will determine the effort necessary to achieve a required level of interoperability.

· Degree of Reuse:  The percentage of elements to be integrated versus built will have an impact on the effort required to develop the SoS.  Knowing many of the system elements are COTS or NDI will have an impact on the magnitude of the SoS development/maintenance effort.
2.4.2 SoS Integration:  Interface Attributes

Integration is the establishment and maintenance of a functional interface between any two system elements/components.  Interface is a generic term that covers all interactions at all levels of abstraction.  For example the Open Systems Interconnection (OSI)
 reference model describes seven “layers” which must be described and agreed-to in order for systems or components to effectively interoperate:
· Application Layer

· Presentation Layer

· Session Layer

· Transport Layer

· Network Layer

· Data Link Layer

· Physical Layer

At each layer of abstraction, from the physical to the application layer, effort is required to establish and maintain each interface between system elements/components.  Typical activities that contribute to this effort includes:
· Management of interface control documents & standards

· Establishment of communications protocols, waveforms, message formats, semantics & syntax

· Development of application program interfaces (APIs)

· Interface Attributes:  The number and diversity of interfaces will drive effort at the SoS level.  Examples of interface attributes which may have an impact on the effort required to achieve SoS functionality include:
· Number of Interfaces

· Nature of Interfaces

· Complexity:  Timing constraints, degree of coupling, etc., will have an impact on the difficulty, and therefore the effort expended to create and maintain a functional interface.  
· Volatility:  The time-dependent evolution of requirements levied upon the interface by either system element it connects will drive the magnitude of the SoS maintenance effort.  Functional modules which themselves rapidly evolve, and go through frequent update cycles will require, at a minimum, an engineering assessment of the affected interfaces.  If interface configurations change as a result, additional engineering effort must be expended to modify the interface and assess the impact upon other functional elements.
· Diversity:  The number of unique interfaces which must be created and maintained.  In well-structured architectures, this level of diversity is managed, so standard interface rules are applied across the SoS.  This requires significant initial investment, but may pay dividends over the lifecycle of the SoS.
2.4.3 Enterprise or SoS Attributes

Within a limited domain (e.g., within a single system), the selection of enterprise rules can be optimized for that system.  This is possible because within a particular domain of interest, the set of users and their requirements may be sufficiently well defined to allow the establishment of optimum system rules that govern the interaction of the component parts.  However, once a system must interoperate with other systems, a common set of rules across the SoS must be adopted.  This is analogous to the establishment of, say, a public road system, that establishes limitations and restrictions on the characteristics and performance of the vehicles that use it.  
The transition from “local rules” to “enterprise rules” may require the expenditure of effort to adapt system elements, which were developed under their local set of rules optimized for single-system performance, to the enterprise rules, that were developed to optimize enterprise-level or SoS performance.  A corollary to this is that in order to attain optimal SoS performance, compromises among system elements must be made, often resulting in sub-optimal system-level performance.

Certain attributes of enterprise rules may indicate the degree of difficulty in establishing effective SoS environment.  Examples include:

· Synchronous vs Asynchronous timing constraints.
· Timing constraints for near-real-time SoS, such as  sensor-to-shooter applications will be technically challenging, and will drive design decisions that are inherently more costly to develop and maintain.
· Deterministic vs Stochastic

· The criticality of event timing/sequencing will be particularly important in synchronous applications such as sensor-to-shooter, and will drive design decisions that will have an effect on inherent effort.  A simplistic example in a sensor-to-shooter context would be the sequence of commands “ready, aim, fire”.  In this context, the order of these commands is critically important to the operational outcome.  Here, a deterministic network communications protocol should be implemented, where the order of the commands received is known, and not subject to probability.  If a probabilistic protocol, such as TCP/IP were to be used, there is a potential for the commands to be sent in the proper order, but be received, due to network latency, etc., as “ready, fire, aim”, which could have disastrous safety or mission effectiveness implications.  
· Functional Topology

· Different enterprise rules apply depending upon functional topologies such as client-server, master/slave, or peer-to-peer.  For each of these, elements must abide by different rules regarding common and global functions, exercise of system control, etc.

· Security, privacy, reliability, maintainability, availability and safety
· These are attributes that will be imposed at the SoS level, but will give rise to requirements imposed at the system element level.  For example, if the SoS reliability requirement is 0.99, but the constituent elements are at lower levels of reliability, additional effort must be incurred to bring them up to the requisite level of reliability.
2.5 Management Measures Associated with SoS: Moderating Variables
Whereas the enterprise, element, and interface attributes tend to describe the “inherent effort” attributable to the SoS effort, moderating variables are factors which influence the efficiency of the actors in accomplishing the effort.  Therefore, moderating variables will affect the cost, schedule and risk of the SoS development—perhaps dramatically so.  Analysis of moderating variables will inform the identification and definition of SoS development risk factors and management best practices.  
Examples of a moderating variable related to SoS include

· “Unity of Command”.  When examining this moderator, the following questions are relevant:  Is there a single entity in control of the SoS development?  Does this entity control resources?  Does this entity have the authority to impose requirements to the constituent system elements?  Anecdotal evidence suggests that the lack of Unity of Command is a risk factor in SoS development.  
· Investment in architectures:  When proposing the implementation of an SoS, it is important to examine the architectural implications of the SoS, as these will define many of the enterprise rules imposed upon the SoS elements.  \

· Congruence of stakeholder interests:  If stakeholder interests are conflicting, the SoS will be pulled in multiple directions, which will impair efficiency of implementation.

2.6 Summary of Recommended Measures

3 Recommendations

4 References

5 Acronym List

6 Appendix

� ISO/IEC 15288 “The Systems Engineering Process”  *** insert citation here***


� ISO/IEC 15288, 2002 “The System Engineering Process” ***insert footnote here***


� ISO/IEC 15288, From USC/CSE Presentation to INCOSE IW Workshop


 by Dr. Barry Boehm & Ricardo Valerdi, Feb 3, 2003.





� Levels of Information Systems Interoperability:  Report of the OASD(C3I) C4ISR Architectures Working Group, 30 March, 1998.


� Insert OSI reference.
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