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System of Systems Measurement Working Group

BELOW IS THE FEEDBACK WE RECEIVED FROM WORKSHOP ATTENDEES.  WE ASKED FOR GENERAL COMMENTS (FLAWS/RECOMMENDATIONS/INPUTS) TO THE METHODOLOGY

Discussion Related to Methodology & General Comments

HAD WE THOUGHT OF TREATING OVERLAP/INTENTIONAL ACCESS CAPACITY/REDUNDENCY?  TWO SYSTEMS (OR PART OF) HAVING THE SAME CAPABILITY.  POLICIES MAY PLAY HERE.  EX:  RELAY SATELITE SYSTEM---FAMILY?  This got us in the discussion of SoS versus FoS: I made the comment that within our research, we made the distinction between SoS and FoS as follows:  SoS emphasizes functionality and interoperability, whereas FoS was more of a investment portfolio view:  A portfolio manager may permit/encourage redundancy in functionality (for example, GCCS-A; GCCS-F) because the business rules of the users these systems serve were sufficiently different to make consolidation un-economical.  I speculated that perhaps as time goes on, it may become less supportable to maintain different instances of the same functionality simply to permit different user groups (e.g., the Army and Air Force) to pursue their unique way of doing business, and eventually FoS’s will be forced to become SoS’s.  I made the point that FoS’s can have some of the characteristics of SoS’s, for example, some degree of interoperability

MODEL NEEDS TO LOOK AT POLITICAL ISSUES/UNITY OF COMMAND ISSUES AS A COST AND/OR RISK.  WILL ALSO AFFTECT SCHEDULE.  Methodology/Moderator:  We plan to look at this moderator—we anticipate it will fall out as an important factor.

LOOK AT FUNCTIONALITY VS POLITICS:  Methodology:  We plan to assess functionality by looking at the observable attributes of the SoS:  elements, interfaces, enterprise rules.  We plan to look at the “political” aspects in terms of the process moderators that influence efficiency.

CLINGER-COHEN ACT----INTENDED TO DRIVE DOWN ACQUISITION  CYCLE TIME.  Comment.

ADDITIVE EFFECT OF FUNCTIONALITY  Methodology/Moderator: Not exactly sure what was intended by this comment. It may be in relation to the nonlinear relationship between added functionality and programmatic complexity, in which it would be a nonlinear relationship between functionality and effort, in which case it would be part of our research methodology to consider nonlinear relationships in seeking correlations between observable attributes (e.g., functionality) and outcomes (e.g., cost and schedule).  It also might be a moderator in terms of the SoS architect adequately assessing complexity at the outset of the endeavor.

WHERE DOES COST OF A SOS END?    WHAT IS INCLUDED IN THE SOS SO THAT WE CAN COST IT?  Methodology:  We need to be able to define in the context of the research how we define the boundaries of the SoS.  Moderator:  SoS architects must have a well-defined SoS boundary, and manage the external interfaces explicitly

SHOULD WE CLASSIFY SOS?  PERHAPS WE SHOULD LOOK AT DIFFERENT DOMAINS.  HOW MUCH IS H/W VS S/W?  Methodology:  We expect that the attributes of SoS will tend to cluster the SoS into classes, much like we do in software-intensive systems:  C4I, Weapon System, AIS.  Moderator:  It may be that different types of SoS may have different moderators or management issues.  Enterprise Rules:  These may be the distinguishing characteristics, much as in the Software intensive systems; the discriminators between C4I, and AIS, for example, are the environmental rules such as timing, security, and privacy concerns.

ENTERPRISE RESOURCE PLANNING (ERP)----AIS OR SEPARATE DOMAIN?  We will have to examine the attributes and outcomes of ERP SoS with respect to other types of SoS and see if there’s any reason to discriminate between ERP and AIS, or any other SoS, for that matter.

INHERENT EFFORT (HOW BIG IS BREADBOX)?  WILL SIZE OF BREADBOX DRIVE THE EFFORT??  IS THIS SCALABILITY – MORE THAN THAT?  Methodology:  We assert that inherent effort is distinct from the process moderators that determine the efficiency of the process.  As such, we expect sizing attributes related to the elements, interfaces and enterprise rules to drive the inherent effort, though the effect may be nonlinear.  This appreciation for potential nonlinearities between size and effort is why we distinguish between the two concepts.  

CHAIRMAN, JOINT CHIEF OF STAFF INSTRUCTION 3170 – DEFINITIONS OF SOS: Methodology:  incorporate the 3170 definition of SoS and FoS in our literature review.

PEOPLE SHOULD BE INCLUDED IN MODEL.  USE CASES FOR ROLES OF PEOPLE PERHAPS.  WILL TELL US WHICH ELEMENTS NEED TO ‘TALK’.  We agree:  Particularly since the Operational view artifacts should include human-mediated processes as well as technology-mediated processes.  A related concept brought up is whether we were only talking about passing bits and bytes—my take is that we need to be sufficiently generic that we can address passing physical products (say, a logistics supply process) as well as the data representations.

COST OF DELAY FOR NON-MATERIAL WORK AROUNDS.  ACQUISITION NEEDS TO TALK TO REQUIREMENTS TO BUSINESS RULES.  Comment relating to the inseparability of process reengineering and the development of material solutions, to include SoS.  The revision of the 3170 makes interaction between the requirements and acquisition communities possible, if not explicitly required.  However it is important, particularly in an evolutionary acquisition environment to understand the cost and operational impact of delay in fielding the required material solution, because in the absence of the material solution, non-materiel “work-arounds” must be implemented, with cost and operational effectiveness impacts.  The acquisition community must understand these impacts, and factor them into the acquisition strategy.  

FUNCTIONAL CAPABILITES BOARD (FCB)---RESPONSIBILITIES DEFINED IN 3170.  Comment related to above

DESIGN ACTIVITY VS BUSINESS RE-ENGINEERING:  This is a continuation of the discussion above relating the requirements process with the acquisition process, and other notions such as integrated architectures and business process reengineering.  For example:  in the development of the operational view of the integrated architecture, planners must describe the current operations concept, reflecting current doctrine, tactics, techniques, and procedures (TTP), and technology (materiel).  The operational view must also describe the “to be” architecture that reflects improvements in processes, doctrine, TTP, and technology.  This is a “business process reengineering” activity, looking for opportunities to improve the effectiveness of the organization through process streamlining, reduction of non-value-added effort, and introduction of technology where such investments will yield results that will outweigh the cost of implementation.  This decision of when and how to introduce technology  (the “M” in the DOTMLPF) has historically been the province of the requirements community.  This has been the source of much inefficiency in the relationship between the requirements and acquisition communities.  By excluding the acquisition community from the business process reengineering activities, a lot of the rationale supporting the proposed investment in technology is lost, such as the priority and timing of technology to support anticipated changes in doctrine, tactics, techniques and procedures.  Also, by erecting a “wall” between the requirements and acquisition communities, the reentrant nature of the relationship between technology and doctrine is ignored.  This separation of responsibilities results in the acquisition community misinterpreting the necessary evolution in requirements, which were driven by changes doctrine, which were made possible by the introduction of technology as “requirements creep”.  

JOINT TECHNICAL ARCHITECTURE(JTA)/COMMON OPERATING ENVIRONMENT(COE)---WILL THAT MAKE SYSTEMS INTEROPERABLE?  BEING COMPLIANT DOES NOT ASSURE INTEROPERABILITY.  This is a comment that simply complying with standards like JTA and COE will not ensure interoperability.  However, they do help reduce the range of behaviors among the elements.  “Necessary but not sufficient condition for interoperability”

DOES FCB RESOLVE ISSUES?  WHAT IF YOUR SYSTEM IS PART OF MULTIPLE SYSTEMS?  WHO DECIDES?  HOW OFTEN DOES BOARD MEET---EVERYTIME THERE IS A CHANGE??  This was a question relating to the revised 3170 and the role of the Functional Capabilities Board (FCB).  This brought up the question of individual elements being incorporated into multiple systems of systems.  This appeared to everyone to be a recipe for great difficulty, because one SoS will be unlikely to pull the element in a direction consistent with the other SoS.

IF YOU DON’T CONTROL THE MONEY, DO YOU REALLY CONTROL THE REQUIREMENTS?  The consensus among the group was “no”.

CONSIDER CONTACTING THE MISSILE DEFENSE AGENCY (MDA).  MDA IS CALLING EACH SYSTEM AN ELEMENT IN THEIR EFFORT TO DEVELOP ONE BALLISTIC UMBRELLA.  Data:  This was new information to the researchers, and appeared to be consistent with the naming conventions identified in the research.

LOOK AT CONTRACTUAL ARRANGMENTS FROM BOEING AND MDA AND LOCKHEED MARTIN.  Moderator/Methodology:  This related to the notion of lead systems integrators, as applied in MDA.  Prime contractors are being tasked as lead systems integrators, who are exercising systems engineering and integration responsibilities for the SoS.  This led do a discussion of the importance of examining the contractual relationships in SoS.

COMMON DATA-----COMMON METRICS-----STANDARDARDIZE DEFINITIONS (DEFECTS, REWORK).  DEFINITELY AN ISSUE, HARDER TO DEFINE AT SOS.  CAN’T MANDATE A DEFINITION----NEED TO WORK WITH DIFFERENT DEFITIONS, YET SAY THE SAME THING.  DATA DICTIONARY NEEDED.  FOR EXAMPLE, WHAT IS A DEFECT?  CORPORATE CULTURES/CORPORATE DEFITIONS NEED DEFINITION.  Methodology:  Researchers have to be aware that different organizations will report measures differently, and this must be accounted for in the analysis.  Moderator:  Does the SoS Architect specify what data will be reported and how it is to be defined?  Enterprise:   Common data architectures for improved interoperability.

SOFTWARE ENGINEERING INSTITUTE (SEI) HAS PROVIDED SOFTWARE MEASUREMENT DEFINITION.  LOOK AT THOSE DEFINITIONS FOR DEFINING MEASUREMENTS.  Comment: The SEI has developed methods for developing standard definitions for software-related measures.

Discussion Related to Moderators

HAD WE THOUGHT OF TREATING OVERLAP/INTENTIONAL ACCESS CAPACITY/REDUNDENCY?  TWO SYSTEMS (OR PART OF) HAVING THE SAME CAPABILITY.  POLICIES MAY PLAY HERE.  EX:  RELAY SATELITE SYSTEM---FAMILY?  This got us in the discussion of SoS versus FoS: I made the comment that within our research, we made the distinction between SoS and FoS as follows:  SoS emphasizes functionality and interoperability, whereas FoS was more of a investment portfolio view:  A portfolio manager may permit/encourage redundancy in functionality (for example, GCCS-A; GCCS-F) because the business rules of the users these systems serve were sufficiently different to make consolidation disadvantageous.  I speculated that perhaps as time goes on, it may become less justifiable to maintain different instances of the same functionality simply to permit different user groups (e.g., the Army and Air Force) to pursue their unique way of doing business.  Following this line of reasoning, eventually FoS’s will be forced to become SoS’s.  I made the point that FoS’s can have some of the characteristics of SoS’s, for example, some degree of interoperability, but the FOS view is primarily 
WE NEED TO THINK ABOUT GETTING BUY-IN ACROSS THE AGENCIES, UP FRONT.  Moderator: If a SoS architect has not obtained “buy-in” (however that might be defined) the SoS effort will be plagued with problems.  This is related to the notion of SoS imposing unfunded requirements on the constituent programs that might have to be funded by the SoS advocate.  This would be one way to improve buy-in.

MODEL NEEDS TO LOOK AT POLITICAL ISSUES/UNITY OF COMMAND ISSUES AS A COST AND/OR RISK.  WILL ALSO AFFTECT SCHEDULE.  Methodology/Moderator:  We plan to look at this moderator—we anticipate it will fall out as an important factor. 

CONSIDER ADDITIONAL STAKEHOLDERS THAT WON’T LET GO OF LEGACY SYSTEMS/RICE BOWLS.  NEED TO HAVE A SYSTEM.  NEED TO CONSOLIDATE STAKEHOLDER’S INTERESTS. Moderator:  The degree to which stakeholder buy-in is obtained may influence outcomes.  Need to think of a way to quantify stakeholder buy-in.

WATCH OUT FOR:  PERCENTAGES OF FUNCTIONALITY----LEVELS OF COMPETING USE----LOOK AT FUNCTION (USERS) VS POLITICS (STAKEHOLDERS).  Moderator:  Certain legacy (or “mature”) systems may have been incorporated into a SoS on the basis of some subset of its functionality being valuable from the SoS perspective.  Those other functions which are ancillary to the SoS may have users whose interests may not align with the interests of the SoS, and so may act in opposition to the SoS interests.

ADDITIVE EFFECT OF FUNCTIONALITY  Methodology/Moderator: Not exactly sure what was intended by this comment. It may be in relation to the nonlinear relationship between added functionality and programmatic complexity, in which it would be a nonlinear relationship between functionality and effort, in which case it would be part of our research methodology to consider nonlinear relationships in seeking correlations between observable attributes (e.g., functionality) and outcomes (e.g., cost and schedule).  It also might be a moderator in terms of the SoS architect adequately assessing complexity at the outset of the endeavor.

WHERE DOES COST OF A SOS END?    WHAT IS INCLUDED IN THE SOS SO THAT WE CAN COST IT?  Methodology:  We need to be able to define in the context of the research how we define the boundaries of the SoS.  Moderator:  SoS architects must have a well-defined SoS boundary, and manage the external interfaces explicitly

SHOULD WE CLASSIFY SOS?  PERHAPS WE SHOULD LOOK AT DIFFERENT DOMAINS.  HOW MUCH IS H/W VS S/W?  Methodology:  We expect that the attributes of SoS will tend to cluster the SoS into classes, much like we do in software-intensive systems:  C4I, Weapon System, AIS.  Moderator:  It may be that different types of SoS may have different moderators or management issues.  

INHERENT EFFORT (HOW BIG IS BREADBOX)?  WILL SIZE OF BREADBOX DRIVE THE EFFORT??  IS THIS SCALABILITY – MORE THAN THAT?  Methodology:  We assert that inherent effort is distinct from the process moderators that determine the efficiency of the process.  As such, we expect sizing attributes related to the elements, interfaces and enterprise rules to drive the inherent effort, though the effect may be nonlinear.  This appreciation for potential nonlinearities between size and effort is why we distinguish between the two concepts.  

NEED TO SCRUB ASSUMPTIONS ABOUT SCOPE, ENVIRONMENT FROM SYSTEM LEVEL VS USER:  Moderator (maybe also interface and element):  Has the SoS architect evaluated the assumptions inherent in the rules of the elements regarding the environment in which they operate?  If the assumed environment to which the element was designed differs markedly from the environment of the SoS, then there will be additional effort.

WHY HAVE INFO THAT DOESN’T DO ANYTHING?  WHY PAY FOR BANDWIDTH THAT IS NOT USEFUL?  Moderator:  has a bandwidth analysis been done based upon the demands of information flows (use cases)?  Enterprise:  bandwidth allocation rules are defined by the enterprise—the enterprise rules will limit how much bandwidth any element can claim.

JOINT PROGRAMS----WHO MAKES THE FINAL DECISIONS?  DOES THE SYSTEMS ENGINEERING BODY CAPTURE THE FINAL DECISIONS?  Moderator:  This is related to the “unity of command” moderator concept.  Who makes the enterprise-level decisions, and the scope of that decisionmaker’s authority, in terms of resource allocation and priority setting are key.

LOOK AT CONTRACTUAL ARRANGMENTS FROM BOEING AND MDA AND LOCKHEED MARTIN.  Moderator/Methodology:  This related to the notion of lead systems integrators, as applied in MDA.  Prime contractors are being tasked as lead systems integrators, who are exercising systems engineering and integration responsibilities for the SoS.  This led do a discussion of the importance of examining the contractual relationships in SoS.  

EACH SYSTEM NEEDS TO DEMONSTRATE THAT STAND ALONE TESTS WOULD WORK FOR THE RESPECTIVE SYSTEM BEFORE LOOKING AT TESTING THE SoS.   FOR EXAMPLE:  TESTING FOR FAADS-C2 AND PATRIOT WOULD NOT WORK TOGETHER EVEN THOUGH TESTING WENT SMOOTHLY FOR EACH SYSTEM.  PERHAPS NEED A WICKET (ANCHOR POINT) BEFORE GOING ON.  Moderator:  Is there an anchor point or milestone that will force the elements to demonstrate interoperability.  These milestones are a good way to force resolutions to interoperability issues that are difficult to resolve because it may be difficult to discern who is “at fault” for interoperability problems.  Having an externally-imposed test that will either pass or fail the SoS will encourage element proponents to work together.

PROVEN TENET THAT MUST BE DRIVEN FROM THE TOP.  Moderator:  Related to Unity of Command:  leadership must be exercised to implement SoS.

UNITY OF COMMAND----UNIQUE TEST BEDS.  ‘MY PART IS WORKING’---YOURS IS BROKEN.  Moderator:  Same as above.

COMMON DATA-----COMMON METRICS-----STANDARDARDIZE DEFINITIONS (DEFECTS, REWORK).  DEFINITELY AN ISSUE, HARDER TO DEFINE AT SOS.  CAN’T MANDATE A DEFINITION----NEED TO WORK WITH DIFFERENT DEFITIONS, YET SAY THE SAME THING.  DATA DICTIONARY NEEDED.  FOR EXAMPLE, WHAT IS A DEFECT?  CORPORATE CULTURES/CORPORATE DEFITIONS NEED DEFINITION.  Methodology:  Researchers have to be aware that different organizations will report measures differently, and this must be accounted for in the analysis.  Moderator:  Does the SoS Architect specify what data will be reported and how it is to be defined?  Enterprise:   Common data architectures for improved interoperability.

TRADE-OFFS:  REDUCE FUNCTIONALITY, INCREASE COST, REDUCE CAPABILITY.  Moderator:  Does the SoS management realize that there’s a tradeoff required to obtain SoS functionality?  Enterprise:  Imposition of enterprise rules may degrade functionality at an individual element level. 

TO GAIN SOS CAPABILITY, PROBABLY SUBOPTIMIZING SYSTEM.  Or, THERE IS SYNERGY AND A SYSTEM COULD WIN.  Moderator:  See above:

BUDGET IS DRIVING WHAT REQUIREMENTS GET DEVELOPED.  BUDGET ISSUES NEED TO BE ADDRESSED FROM THE TOP DOWN. Moderator:  Is the budget for the SoS centrally-managed?   Do the individual elements have their own budgets, which cannot be influenced by the SoS architect?  Does the budget for and element determine the capability of the SoS?

BUDGET NEEDS TO INCLUDE SOS ISSUES.  THE ‘WINNER’ OF THE COST/BENEFITS ANALYSIS NEEDS TO RECOMMEND THAT SOS.  WHAT DOES EACH SYSTEM CONTRIBUTE?  COST/BENEFITS ANALYSIS NEEDS TO BE DONE FOR EACH SYSTEM AS WELL AS FOR SOS.  PERHAPS WE DON’T WANT TO HAVE THAT SOS.  Moderator: This addresses the notion that imposing enterprise rules will necessitate expenditure of effort by the constituent elements, and that the cost of this effort must be borne by the element program, or by the central SoS advocate.  Creating a resource pool at the SoS level to be distributed to the elements as needed to resolve SoS-imposed costs would help develop buy-in.

MATURITY---OPTIMUM LEVEL

Moderator:  This discussion related to the fact that it may not be the case that the highest maturity level for the developers of the elements would be optimum for SoS.  Highly mature and disciplined developers at the system level may undergo a more dramatic reduction in efficiency when integrated into a SoS. The more mature a developer’s process is, the more difficult it may be to adapt those mature processes to the new SoS process.  On the other hand, relatively immature processes at the system level may be more adaptable to the SoS process requirements.
IS SYSTEM MALLEABLE?  IS SYSTEM MATURE?  This discussion related to the notion that if very mature developers are highly-disciplined and structured, but may not be able to adapt their mature processes to the SoS environment.  Alternatively, relatively less mature developers may have processes that are “malleable”, and able to adapt to the SoS enterprise environment. Mature processes may be “brittle”, in that there may be substantial “breakage” in the mature developer’s process, because so much has been invested in maturing those processes:  procedures, training, documentation, tools, etc.  Adapting these mature processes to the SoS requirements may be costly in terms of lost efficiency.
IS THE SOS MATURE?    THE SOS COULD BRING TOGETHER SEVERAL COMPANIES THAT COULD BE LEVELS 4/5 IN THEIR OWN RIGHT; THEN WE DICTATE THE PROCESS (I.E., LANGUAGE, TOOLS, DEVELOPMENT PROCESS) AND THE CMM LEVEL IS LOWER AS A GROUP.  SYNERGY ISSUE.  Related to the discussions above.

EVEN THOUGH SYSTEM IS DEFINED, HOW WILL THE SOS WORK?  IS THE PLAN EXECUTABLE AS A SYSTEM?  Moderator:  need to determine if the SoS architecture is executable.  Not just a notion of lashing elements together, but whether there has been sufficient investment in the definition and validation of the SoS architecture. The degree to which the SoS architecture has been validated through modeling and simulation may reduce the risk of implementing the SoS architecture.  Focusing on an executable architecture may be a key risk reducer.
EACH COMPANY HAS ITS OWN LEARNING CURVE ISSUE.  WHAT HAPPENS WHEN THE COMPANIES NEED TO WORK TOGETHER?  DOES THE LEARNING CURVE INCREASE OR DECREASE WHEN JOINED TOGETHER?  COMPANIES SHOULD BE GOOD AT THEIR ENTITY---DO COMPANIES REALLY NEED TO PLAY TOGETHER FOR THE SOS?  NEED TO AGREE UPONADDRESS ISSUES OF COMMONALITY---INTERFACE COMPLEXITY, TROUBLE REPORTING…. 

Moderator:  How do you interpret the efficiency of the SoS given the attributes of the individual developers?  The degree to which individual system elements must be cognizant of the internals of other system elements will dictate the degree to which the respective developers must interact. In instances where a high degree of coupling is necessary, the issue of process commonality among the system element developers becomes relevant and a potential risk driver. In this instance, it will be necessary to establish rules of engagement.  

THE EARLIER YOU CAN DRIVE THE DEFECTS OUT OF THE SYSTEM, THE BETTER.  HOW EFFECTIVE CAN WE BECOME IN DETERMINING THE DEFECTS?  COMMON TEST BED REQUIRED FOR SOS.  Moderator:  This discussion related to the management of the SoS as pertains to the investment in the testing of the SoS.  Do you test to prove that the system works, or do you test to identify defects?

M   TWO VARIATIONS OF TEST BED---NEED A SIMPLISTIC TEST BED FOR SYSTEMS THAT ARE NOT BEING DEVELOPED AT THE SAME PACE.  AS NEW FUNCTIONALITY WAS ADDED, NEED TO GROW THE TEST BED.  Will have differing levels of fidelity in the test bed depending upon the maturity of the system elements to be incorporated.

Discussion Related to Enterprise Attributes

SOFTWARE VERSIONS.  EVERY AEGIS IS DIFFERENT.  MAINTENANCE OF SYSTEM AND SOFTWARE VERSIONS IS A NIGHTMARE.  Element:  Element diversity—the number of software versions contribute to increasing diversity and heterogeneity, thereby increasing inherent effort.  
SHOULD WE CLASSIFY SOS?  PERHAPS WE SHOULD LOOK AT DIFFERENT DOMAINS.  HOW MUCH IS H/W VS S/W?  Enterprise Rules:  These may be the distinguishing characteristics, much as in the Software intensive systems; the discriminators between C4I, and AIS, for example, are the environmental rules such as timing, security, and privacy concerns.

WHY HAVE INFO THAT DOESN’T DO ANYTHING?  WHY PAY FOR BANDWIDTH THAT IS NOT USEFUL?  Moderator:  has a bandwidth analysis been done based upon the demands of information flows (use cases)?  Enterprise:  bandwidth allocation rules are defined by the enterprise—the enterprise rules will limit how much bandwidth any element can claim.

COMMON DATA-----COMMON METRICS-----STANDARDARDIZE DEFINITIONS (DEFECTS, REWORK).  DEFINITELY AN ISSUE, HARDER TO DEFINE AT SOS.  CAN’T MANDATE A DEFINITION----NEED TO WORK WITH DIFFERENT DEFITIONS, YET SAY THE SAME THING.  DATA DICTIONARY NEEDED.  FOR EXAMPLE, WHAT IS A DEFECT?  CORPORATE CULTURES/CORPORATE DEFITIONS NEED DEFINITION.  Methodology:  Researchers have to be aware that different organizations will report measures differently, and this must be accounted for in the analysis.  Moderator:  Does the SoS Architect specify what data will be reported and how it is to be defined?  Enterprise:   Common data architectures for improved interoperability.

UPWARD COMPATIBILITY/BACKWARD COMPATIBILITY----

This will be a challenge in developing SoS, since they will most likely be developed in an incremental and evolutionary manner—compatibility among system elements as the SoS evolves will be an engineering and configuration management issue.

IN   INTERFACES FOR SYSTEM TEST BEDS.  FIDELITY OF COMMON DEVELOPMENT OF TEST BED THAT NEEDS TO BE REALISTIC.  BOTH REQUIREMENTS AND BUDGET SHOULD BE INFLUENCED BY TESTING.  TRANSLATION DEVICE FOR TESTS REQUIRED?  Need to create interfaces to system elements that replicate the behavior of the SoS, so the element can be tested to verify it behaves within the SoS as expected

NE   BEHAVIOR OF AN ELEMENT AS A STANDALONE VS THAT ELEMENT IN THE SOS  Element/Enterprise:  The behavior of the element interacting with its environment outside the SoS may differ from the behavior of the element within the SoS.  This is related to the notion of “emergence” in that subtle interactions between system elements may result in SoS behavior that is unpredictable.

WAYS TO ASSESS SECURITY STANDARD/SAFETY

Enterprise:  it may be necessary to develop new approaches to verifying SoS security and safety, given the increased likelihood of unpredictable, emergent behaviors at the SoS level.  Certainly, relying on system-level security and safety assessments will not be adequate for SoS.

ASSESSMENT OF STRESSING THE SYSTEM

Enterprise:  At the SoS level, it may be difficult to understand SoS behaviors sufficiently to determine what the nominal performance “envelope” should be, and to construct test scenarios that would ensure that the limits of system performance have been characterized, and that normal usage does not approach catastrophic failure conditions.  It may be difficult to engineer the SoS to degrade gracefully under extreme conditions, or conditions of partial failure.

RELIABILITY/MAINTAINABILITY/SUPPORTABILITY/RANGE OF USERS

Enterprise: Element:  The “ility” attributes may have to be re-defined in the SoS context.  If the User requirements are stated at the SoS level in terms of, say, reliability or operational availability, how should this be computed for SoS?  

ERROR HANDLING

Enterprise; Element:  How the system and the SoS conduct error handling will influence the stability of the SoS, and the ability to demonstrate “graceful degradation”.  What you want to avoid is the cascading error phenomenon, where a minor error at the system level propagates errors across the SoS that multiply in severity and number until the entire SoS is compromised.

RECOVERY PROCESS

Enterprise; Element:  The process for reestablishing functionality, and the restoring connections and data after a catastrophic error must be defined within the SoS.

HIGH LEVEL MONITORING

Enterprise; Element:  What data to pass up from the system to the SoS level, to enable SoS-level monitoring and management.  Elements will pass up data that will be aggregated and fused at some level, and continually flowed-up to higher levels of aggregation and abstraction.  Normative behaviors defined at the SoS level must be propagated down to the element level.
 MEASURE OF PROCESS FIT----IN INFORMATION TECHNOLOGY WORLD----NEED INTERFACES AND FUNCTIONALITY  Element/enterprise:  Processes imposed by the SoS may or may not fit the processes encoded into the system element.  Substantial mismatch will increase the difficulty and thus the effort of integrating these system elements into the SoS.  Moderator:  The degree to which the implementers have assessed the degree of process fit between the SoS and its elements will predict implementation risk and cost.  

Discussion Related to Interface Attributes

NEED TO TEST COMBINATIONS OF ENTITIES.  WHAT ARE THE TEST DRIVERS?  DRIVERS IN COMMON SCENARIO WILL DIFFER---COMBINATORIAL PERHAPS.  Elements:  Each element must have a test driver to simulate the SoS environment, which will drive the effort associated with the element.  Interface:  This could also be related to the number of interfaces, since the interfaces are what must be replicated in a test environment.  
INTERFACE COMPATIBILITY----COMMUNICATION OF INTERFACES MUST BE ADDRESSED  Interface:

Discussion Related to Element Attributes

NEED TO TEST COMBINATIONS OF ENTITIES.  WHAT ARE THE TEST DRIVERS?  DRIVERS IN COMMON SCENARIO WILL DIFFER---COMBINATORIAL PERHAPS.  Elements:  Each element must have a test driver to simulate the SoS environment, which will drive the effort associated with the element.  Interface:  This could also be related to the number of interfaces, since the interfaces are what must be replicated in a test environment.  
PEOPLE SHOULD BE INCLUDED IN MODEL.  USE CASES FOR ROLES OF PEOPLE PERHAPS.  WILL TELL US WHICH ELEMENTS NEED TO ‘TALK’.  We agree:  Particularly since the Operational view artifacts should include human-mediated processes as well as technology-mediated processes.  A related concept brought up is whether we were only talking about passing bits and bytes—my take is that we need to be sufficiently generic that we can address passing physical products (say, a logistics supply process) as well as the data representations.

SKILL SET OF USER --- If people are elements, then their skill set will be an attribute.

NEED TO DEFINE EACH PROCESS AS IT IS RELATED TO THE ENTITY---WILL IT WORK FOR SOS?  Element:  Need to verify that the enterprise rules will not cause problems for the element—ensure the environmental assumptions for the element will not be violated when incorporated into the SoS.

DECOUPLING/MODULARITY/REUSE/SCALABILITY

The degree to which individual system elements do not rely on knowledge of the internals of other system elements promotes stability of SoS.  This is modularity and decoupling. 

GMD IS EXAMPLE OF DECOUPLING
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