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Measurable Security – FISMA, IAVA, and 
PPPs Reporting Requirements and Criteria 

Driven by challenges with software putting several missions at 

risk from a security perspective and last year's NDAA Section 

932 "Strategy on Computer Software Assurance" the DoD now 

seems to be serious about mitigating exploitable software 

before it is used as an attack vector to breach military 

enterprises or compromise a weapon system.  

Measurement is needed to provide software assurance: "the 

level of confidence that software is free from vulnerabilities, 

either intentionally designed into the software or accidentally 

inserted at anytime during its lifecycle, and that the software 

functions in the intended manner."  
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What Are We Protecting? 

What: Leading-edge research and technology 
 
Who Identifies: Technologists, System 
Engineers 
 
ID Process: CPI Identification  
 
Threat Assessment: Foreign collection threat 
informed by Intelligence and 
Counterintelligence assessments 
 
Countermeasures: AT, Classification, Export 
Controls, Security, Foreign Disclosure, and CI 
activities 
 
Focus: “Keep secret stuff in”  
by protecting any form of technology 

What: Mission-critical  elements and 
components 
 
Who Identifies: System Engineers, Logisticians 
 
ID Process: Criticality Analysis 
 
Threat Assessment:  DIA SCRM TAC 
 
Countermeasures:  SCRM, SSE, Anti-
counterfeits, software assurance, Trusted 
Foundry, etc. 
 
Focus: “Keep malicious stuff out”  
by protecting key mission components 

What: Information about applications, 
processes, capabilities and end-items 
 
Who Identifies: All 
 
ID Process:  CPI identification, criticality 
analysis, and classification guidance 
 
Threat Assessment: Foreign collection threat 
informed by Intelligence and 
Counterintelligence assessments 
 
Countermeasures: Information Assurance, 
Classification, Export Controls, Security, etc. 
 
Focus: “Keep critical information from getting 
out” by protecting data 

Program Protection Planning 
DODI 5000.02 Update 

Components Technology Information 

Protecting Warfighting Capability Throughout the Lifecycle 

Note:  Program Protection Planning Includes DoDI 8500 series 



  

Homeland 
Security 

Today Everything‘s Connected 

When this Other System gets subverted 

through an un-patched vulnerability, a mis-

configuration, or an application weakness… 

Your System is 

attackable… 



The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS. 

Buffer Overflow 
(CWE-120) 

Exploit 
(CAPEC-123) 

SQL Injection 
(CWE-89) 

Exploit 
(CAPEC-66) 

Security 

Feature 

Exploitable Software Weaknesses are sources for 

future Zero-Day Attacks 



Security is a Requisite Quality Attribute:                       
Vulnerable Software Enables Exploitation 

 Rather than attempt to break or defeat 
network or system security, hackers are 
opting to target application software to 
circumvent security controls. 

 

 75% of hacks occurred at application 

level  

– “90% of software attacks were aimed at 
application layer” (Gartner & Symantec, June 2006)  

 most exploitable software vulnerabilities 

are attributable to non-secure coding 

practices (and not identified in testing). 

 Functional correctness must be exhibited 
even when software is subjected to 

abnormal and hostile conditions  

Software 
applications 
with exploitable 
vulnerabilities 
& weaknesses 

Software 
applications 
with exploitable 
vulnerabilities 
& weaknesses 

 

SECURITY  

In an era riddled with asymmetric cyber attacks, claims about system reliability, 
integrity & safety must include provisions for built-in security of the enabling software. 



Software Security Assurance:  Not just a good idea 

• Many people responsible for protecting  

most critical infrastructure facilities have 

felt comfortable about  security of their 

systems.  

– Facilities rely on industrial control 

systems (ICS) -- custom-built suites 

of systems that control essential 

mechanical functions of power grids, 

processing plants, etc -- usually not 

connected to the Internet, also 

known as "air-gapped."  

– Many industry owners, operators 

and regulators believed that this 

security model provided an infallible, 

invulnerable barrier to malicious 

cyber attacks from criminals and 

advanced persistent threat (APT) 

adversaries.  

• National Defense Authorization 

Act (NDAA) -- which included a 

focus on software security (in 

Section 932, Strategy on 

Computer Software Assurance) 

-- serves as first cybersecurity 

law of 2011 and requires the 

U.S. Dept of Defense to 

develop a strategy for ensuring 

the security of software 

applications.  
 

• Software Security Assurance, a 

set of practices for ensuring 

proactive application security, 

is key to making  applications 

compliant with this new law. 

 ―How Stuxnet Demonstrates That Software Assurance Equals Mission Assurance:   

The rules of the game have changed,” by Rob Roy, Federal CTO of Fortify, an HP Company 
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Department of Defense (DoD)  
Software Assurance Definition 

Software Assurance (SwA) is the level of confidence that software 

functions as intended and is free of vulnerabilities, either 

intentionally or unintentionally designed or inserted as part of the 

software throughout the life cycle.* 

 From CNSS Instruction 4009 (26APR2010), strengthened to address DoD’s required roles and 

responsibilities across the Acquisition Life Cycle .  

Distribution Statement A – Cleared for public release by OSR on 03/29/2012 SR Case # 12-S-1526 applies. 

CNSS Instruction No. 4009, "National Information Assurance Glossary," 

Revised 2006, defines Software Assurance as:  "the level of confidence 

that software is free from vulnerabilities, either intentionally designed 

into the software or accidentally inserted at anytime during its lifecycle, 

and that the software functions in the intended manner".  



Defects 

Intentional 
Vulnerabilities 

Unintentional 
Vulnerabilities 

Note: Chart is not to scale – notional representation -- for discussions 

Software Assurance Addresses Exploitable Software:   
Outcomes of non-secure practices and/or malicious intent 

EXPLOITABLE SOFTWARE 

Exploitation potential of vulnerability is independent of ―intent‖ 

*Intentional vulnerabilities:  spyware & malicious logic deliberately imbedded (might not be considered defects) 

Malware 

‗High quality‘ can 

reduce security 

flaws attributable 

to defects; yet 

traditional S/W 

quality assurance 

does not address 

intentional 

malicious 

behavior in 

software 
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Program Protection Plan Outline and 
Guidance as ―Expected Business 

Practice‖ 

http://www.acq.osd.mil/se/pg/index.html#PPP 

Signed by Principal 

Deputy, USD(AT&L) on 

July 18, 2011 

What‘s in the Policy Memo? 
 

– “Every acquisition program shall submit a PPP 

for Milestone Decision Authority review and 

approval at Milestone A and shall update the 

PPP at each subsequent milestone and the Full-

Rate Production decision.” 

 

– Expected business practice, effective 

immediately, and reflected in upcoming DoDI 

5000.02 and DAG updates 

 

The PPP is the Single Focal Point for All 

Security Activities on the Program 



“In the digital age, sovereignty is 

demarcated not by territorial frontiers 

but by supply chains.”  

– Dan Geer, CISO In-Q-Tel 

Enterprise Risk Management 

and Governance are security 

motivators 
 

Acquisition could be considered 

the beginning of the lifecycle; 

more than development 

Software Assurance provides a focus for:  

-- Secure Software Components,  

-- Security in the Software Life Cycle, 

-- Software Security in Services, and   

-- Software Supply Chain Risk Management 

IT/software security risk landscape is a convergence 

between ―defense in depth‖ and ―defense in breadth‖ 



Acquisition 

Program 

Supplier 

“Supply chain introduces risks to American society 
that relies on Federal Government for essential 
information and services.” 

30 Sep 2005 changes to Federal Acquisition 
Regulation (FAR) focus on IT Security 

Focuses on the role of contractors in security as  
Federal agencies outsource various IT functions. 

“Scope of Supplier Expansion and Foreign Involvement” graphic in DACS www.softwaretechnews.com Secure 

Software Engineering, July 2005 article “Software Development Security: A Risk Management Perspective” synopsis 

of May 2004 GAO-04-678 report “Defense Acquisition: Knowledge of Software Suppliers Needed to Manage Risks”    

* 

http://www.softwaretechnews.com/


Risk Management (Enterprise <=> Project): 
Shared Processes & Practices      Different Focuses 

Enterprise-Level: 

 Regulatory compliance 

 Changing threat environment 

 Business Case 

Program/Project-Level:  

 Cost 

 Schedule 

 Performance 

Software Supply Chain Risk Management 

traverses enterprise and program/project interests 

1. Insert and enforce software assurance requirements in contracts.  

2. Review IT security policies to ensure that all users of organizational networks and data comply 

with the strictest security policies possible with respect to the mission.  

3. Determine how much risk the organization can afford and who is accountable for that risk.  



Source:  Maximizing Benefits and Mitigating Risks of Open Source Components in 

Application Development, by Sonatype  

Thousands of downloads from open 
libraries with documented vulnerabilities 



Who makes risk 

decisions? 
 

Who inherits the 

residual risk?   
 

Who ‗owns‘ the 

residual risk  

attributable to 

exploitable software?  Source:  Maximizing Benefits and Mitigating Risks of Open 

Source Components in Application Development, by Sonatype  

Even after vulnerabilities 

are discovered and 

patches made available, 

many developers use the 

flawed, non-patched 

version of reused 

components 



Challenges in Mitigating Risks Attributable to 
Exploitable Software and Supply Chains (cont.) 

Enterprises seek comprehensive capabilities to: 

Avoid accepting software with MALWARE pre-installed. 

Determine that no publicly reported VULNERABILITIES 

remain in code prior to operational acceptance, and that 

future discoveries of common vulnerabilities and exposures 

can be quickly patched. 

Determine that exploitable software WEAKNESSES that 

put the users most at risk are mitigated prior to operational 

acceptance or after put into use (and not previously 

evaluated for exploit potential). 

 

MAEC 

CVE 

CWE 
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International Community 
 System Assurance Activities 

• ISO/IEC 15026 – System and Software Engineering – 

Systems and Software Assurance 

– Establishes common assurance concepts, vocabulary, integrity levels and 

lifecycle  

• ISO/IEC 27036—IT Security Techniques—Supplier 

Relationships 

– Establishes techniques between acquirer and supplier for supply chain risk 

management 

• International Council on Systems Engineering (INCOSE)  

– Systems Security Engineering (SSE) working group established to develop 

SSE updates to INCOSE SE Handbook  

• The Open Group (TOG) 

– The Open Trusted Technology Provider Framework (O-TTPF)  - open 

standard that codifies best practices across the entire lifecycle covering:  

− Product Development 

− Secure Engineering 

− Supply Chain Integrity 

− http://www.opengroup.org/ogttf/ 
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Trusted Defense Systems Strategy 
Basic Tenets 

• Prioritization:   

– Focus security requirements on mission critical systems  

– Within systems, identify and protect critical components, technology, 

information 

• Comprehensive Program Protection Planning 

– Early lifecycle identification of critical components 

– Provide PMs with analysis of supply chain risk 

– Protect critical components through trusted suppliers, or secure systems 

design 

– Assure systems through advanced vulnerability detection, test and evaluation 

– Manage counterfeit risk through sustainment 

• Partner with Industry 

– Develop commercial standards for secure products 

• Enhance capability through R&D 

– Leverage and enhance vulnerability detection tools and  

capabilities  

– Technology investment  to advance secure software,  

hardware, and system design  methods 

 

 

Prioritization 

Program 
Protection 
Planning 

Partner 
with 

Industry 

Enhance 
R&D 
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SEP SEP SEP 

Program Protection 
in Engineering Discipline 

CBA 
Joint 

Concepts 

(COCOMs) 

MS C MS B 

Strategic 
Guidance 

(OSD/JCS) 

MS A 

ICD Technology 
Development 

 

CDD 
Engineering & 
Manufacturing 
Development 

Production and 
Deployment 

O&S MDD 
   Materiel 
   Solution 
   Analysis 

AoA 

 

CPD 

SRR PDR CDR ASR 

PPP PPP PPP 

Protect Advanced Technology 
Capability from Foreign 
Collection/Design Vulnerability 

•  Anti-Tamper 

•  Export Control 

•  Intel/CI/Security 

 Program Protection 

Analysis at SE 

Technical Reviews 

Protect Capability from Supply 

Chain/System Design Exploit 

• Supply Chain Risk 

Management 

• Software Assurance 

• Information Assurance 

Emphasizing Use of Affordable,  

Risk-based Countermeasures 

PPP 

SFR 
Generic RFP 

Language is 

Available 

FRP Decision or 
FDD Review 

SEP 

PPP 

Pre-EMD  

Review 

 Integrated Process to Manage 

Security Risks   

•  Foreign Collection 

•  Design Vulnerability 

•  Supply Chain Exploit/Insertion 

Focus Scope of Protection 

TD Phase RFP 
EMD Phase RFP Production Contract Protection Measures 

can be in Specifications 

and/or Processes 
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Tiered Supply Chain Problem 
(Notional Example) 

System 

Integrator 

(e.g. 

Weapon 

System 

Platform) 

 

2nd Tier Supplier 

1st Tier Supplier 

 Router 

Radar 

OEM for 

Router 

Add-On 

Cards 

Supplier 

Web 

Auction 

3rd Tier Supplier 

4th Tier Supplier 

2nd Tier 

Supplier 

Supplier Threat can reside several layers down from System Integrator 

 

How is it shipped? 

How is it verified and validated ? 

How is it physically protected? 

Do you execute a Blind Buy? 

… 

Manage Risks 

    Criticality 

    Schedule 

    Cost 

2nd Tier 

Supplier 

3rd Tier 

COTS 

Supplier  

3rd Tier 

Custom 

Develop-

ment 

FPGA 

Custom 

ASIC 

Software 

Foreign 

Coders 

Design 

Tools 

Foreign 

Suppliers 
Custom 

Developer 

COTS 

S/W 

Open 

Source 

S/W 

A/D 

Converter 
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Critical Components 

(HW, SW, 

Firmware) 

Identified 

Vulnerabilities 

Exploit-

ability 

System Impact 

(I, II, III, IV) 
Exposure 

Processor X 
Vulnerability 1 

Vulnerability 4 

Low 

Medium 
II 

Low 

Low 

SW Module Y 

Vulnerability 1 

Vulnerability 2 

Vulnerability 3 

Vulnerability 6 

High 

Low 

Medium 

High 

I 

High 

Low 

Medium 

Low 

SW Algorithm A None Very Low II Very Low 

FPGA 123 
Vulnerability 1 

Vulnerability 23 

Low 

Low 
I 

High 

High 

Mission 
Critical 

Functions 

Logic-Bearing 

Components 
(HW, SW, Firmware) 

System Impact 

(I, II, III, IV) 
Rationale 

Mission 1 CF 1 Processor X II Redundancy 

CF 2 SW Module Y I Performance 

Mission 2 CF 3 SW Algorithm A II Accuracy 

CF 4 FPGA 123 I Performance 

Likelihood of Losing 

Mission Capability 

Near Certainty (VH) 

Highly Likely (H) 

Likely (M) 

Low Likelihood (L) 

Not Likely (VL) 

PPP Methodology 

Criticality Analysis Results 

Supplier Risk Analysis Results 

Vulnerability Assessment Results 

Risk Mitigation and 

Countermeasure Options 

Consequence  of 

Losing Mission 

Capability 

Very High 

High 

Moderate 

Low 

Very Low 

R2 

R1 

L
ik

e
li
h

o
o

d
 

Consequence 

Supplier 
Critical 

Components 
(HW, SW, Firmware) 

Analysis Findings 

Supplier 1 Processor X Supplier Risk 

FPGA 123 Supplier Risk 

Supplier 2 SW Algorithm A Cleared Personnel 

SW Module Y Cleared Personnel 

R2’ 

R2 

R1’ 

R1 

L
ik

e
li
h

o
o

d
 

Consequence 

Input Analysis Results: 

Risk Mitigation 

Decisions 

Initial Risk 

Posture 
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Criticality Analysis 
Methodology 

Inputs:  
ICD 

CDD 

Concept of Operations 

Concept of Employment 

Software development processes 

Sources and performance 

experience of key data handling 

components 

System architecture down to 

component level 

Vulnerabilities 

Verification plans 

WBS 

Etc.  

Identify and Group  

Mission Threads by 

Priority 

Map Threads and Functions to 

Subsystems and Components 

Identify Critical Functions 

Assign Criticality Levels 

Outputs:  

• Table of Level I & II Critical 

Functions and Components  

• TAC Requests for Information 

 

 

Level I: Total Mission Failure 

Level II: Significant/Unacceptable 

Degradation 

Level III: Partial/Acceptable Degradation 

Level IV: Negligible 

 

Leverage existing 

mission assurance 

analysis, including 

flight & safety critical 

Criticality Levels 

Identify Critical 

Suppliers 

Criticality 

Analysis 
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Supplier Risk  
Analysis 

• Critical Logic-Bearing components and (Commercial) 

Software 

• Contractor provides input data to the Program Office :  

– Identify suppliers of logic-bearing devices and software/firmware modules 

– Provide who is designing, building, testing, and distributing critical 

components and where 

• Use intelligence community to conduct All-Source 

Counterintelligence Analyses 

– Identifies foreign intelligence connections with suppliers of critical 

components 

– only provides threat analysis; doesn’t provide solutions 

– Does not approve or qualify suppliers 

– Does not disqualify any suppliers 

 

Supplier Risk 

Analysis 
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Vulnerability Assessment 

Inputs:  

System Architecture 

Critical Functions and 

components 

Concept of Operations 

Software development 

processes 

Procurement Processes 

(COTS) 

Maintenance and sustainment 

processes 

Supply Chain 

CVE/CWE 

Identify Potential 

Attack Vectors 

Evaluate design and 

processes  based on 

attack vectors  

Outputs:  

- Table of Vulnerabilities to 

•  critical functions and 

critical components 

•  supply chain and 

development processes 

- Potential countermeasures 

Assess exploitability of 

each attack vector  

Determine overall 

exposure 



There are many definitions of “weakness” -- in this context 

A (software) weakness is a property of software/ 
systems that, under the right conditions, may permit 
unintended / unauthorized behavior.   

There are many definitions of “vulnerability” -- in this context: 

A (software) vulnerability is a collection of one or 
more weaknesses that contain the right conditions to 
permit unauthorized parties to force the software to 
perform unintended behavior (a.k.a. “is exploitable”)   

*Common Weakness Enumeration (CWE) http://cwe.mitre.org/ 

*Common Vulnerabilities and Exposures (CVE) http://cve.mitre.org/ 

* Part of ITU-T Cyber Information Exchange (CYBEX) series 1500; co-sponsored by DHS NCSD 
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 Does the Developer Have: 
– A design and code inspection process that requires specific secure design and coding 

standards as part of the inspection criteria? 

– Secure design and coding standards which considers CWE, Software Engineering Institute 

(SEI) Top 10 secure coding practices and other sources when defining the standards? 

 Have Software Vulnerabilities Been Mitigated? 
– Derived From Common Weakness Enumeration (CWE)  

– Common Vulnerabilities and Exposures (CVE)  

– Common Attack Pattern Enumeration and Classification (CAPEC) 

 Are Static Analysis Tools Used to Identify and Mitigate Vulnerabilities? 

 Does the Software Contain Fault Detection/Fault Isolation (FDFI) and Tracking or 

Logging of Faults? 

 Do the Software Interfaces Contain Input Checking and Validation? 

 Is Access to the Development Environment Controlled With Limited Authorities 

and Does it Enable Tracing All Code Changes to Specific Individuals? 

 Are Specific Code Test-Coverage Metrics Used to Ensure Adequate Testing? 

 Are Regression Tests Routinely Run Following Changes to Code? 

Supply Chain  
Risk Mitigation Considerations (2/2) 
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• Development and integration environment for critical functions 

– Secure design and coding standards 

− Authentication 

− Safe memory allocation and management 

− Input validation 

− Security-aware error and exception handling 

− Non-informative error messages 

– Vulnerability and weakness data bases 

− CVE to identify and coordinate SW vulnerabilities that allow attacker exploitation 

− CWE to examine software architecture/design and source code for weaknesses 

− CAPEC for the analysis of common destructive attack patterns 

– Design and code inspections for security based upon secure design and 

code standards 

– Code scanning and correction 

− Identify which vulnerabilities types will be detected and resolved  as part of the contract 

– Support with static analysis tools or inspections 

– Penetration testing 

– Alignment with SCRM (supply chain integrity) 

− Ensure SW of known pedigree to counter malicious insertion for remote exploitation 

Counter-

measure 

Selection 

Software Assurance 
Risk Mitigation Approaches for 

Security (1/3) 
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• Operational system critical function design considerations 

– Fail over / multiple supplier redundancy 

– Fault isolation 

– Least privilege  and separation of privilege 

– System element  (critical Function) Isolation 

– SW Load Key 

– Alignment with SCRM (supply chain integrity) 

− Ensure SW with secure interfaces and networks to counter cyber attacks 

 

• Development  / Integration Environment Tools Security  

– Pedigree 

– Availability of source code for inspection / scanning 

– Release Inspection and testing for malicious insertion 

– Inspection of generated code 

 

Counter-

measure 

Selection 
  

Software Assurance 
Risk Mitigation Approaches for 

Security (2/3) 
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• Alignment with FY11 NDAA Section 932 Software 

Assurance (SwA) Strategy 
− Include contract requirements for SwA 

− Include SwA in milestone reviews and approvals 

− Include rigorous T&E of SwA in development, acceptance, and operational tests 

– Assure the security of software and software applications during software development 

– Detect vulnerabilities during testing of software 

− Detect intrusions during real-time monitoring of software applications 

− Remediation in legacy systems of critical SwA deficiencies 

Counter-

measure 

Selection 
  

Software Assurance 
Risk Mitigation Approaches for 

Security (3/3) 
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Software Assurance Methods 

Additional Guidance in PPP Outline and Guidance 

Development Process 
Apply assurance activities to the 

procedures and structure imposed on 

software development 

 

 

 

 

 
 

Operational System 
Implement countermeasures to the 

design and acquisition of end-item 

software products and their interfaces 

 

 

Development Environment 
Apply assurance activities to the 

environment and tools for developing, 

testing, and integrating software code 

and interfaces 

 

Counter-

measure 

Selection 
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Mission 
Critical 

Functions 

Logic-Bearing 

Components 
(HW, SW, Firmware) 

System Impact 

(I, II, III, IV) 
Rationale 

Mission 1 CF 1 Processor X II Redundancy 

CF 2 SW Module Y I Performance 

Mission 2 CF 3 SW Algorithm A II Accuracy 

CF 4 FPGA 123 I Performance 

Likelihood of Losing 

Mission Capability 

Near Certainty (VH) 

Highly Likely (H) 

Likely (M) 

Low Likelihood (L) 

Not Likely (VL) 

Risk Cost Benefit Trade-off 

Criticality Analysis Results 

Risk Mitigation and 

Countermeasure Options 

Consequence  of Losing 

Mission Capability 

Very High 

High 

Moderate 

Low 

Very Low 

R2 

R1 

L
ik

e
li
h

o
o

d
 

Consequence 

Input Analysis Results: 

Risk Mitigation 

Decisions 

Initial Risk 

Posture 

Critical Components 

(HW, SW, Firmware) 

Identified 

Vulnerabilities 

Exploit-

ability 

System 

Impact 

(I, II, III, IV) 

Exposure 

Processor X 
Vulnerability 1 

Vulnerability 4 

Low 

Medium 
II 

Low 

Low 

SW Module Y 

Vulnerability 1 

Vulnerability 2 

Vulnerability 3 

Vulnerability 6 

High 

Low 

Medium 

High 

I 

High 

Low 

Medium 

Low 

SW Algorithm A None Very Low II Very Low 

FPGA 123 
Vulnerability 1 

Vulnerability 23 

Low 

Low 
I 

High 

High 

Supplier Risk Analysis Results 

Vulnerability Assessment Results 

Supplier 
Critical 

Components 
(HW, SW, Firmware) 

Analysis Findings 

Supplier 1 Processor X Supplier Risk 

FPGA 123 Supplier Risk 

Supplier 2 SW Algorithm A Cleared Personnel 

SW Module Y Cleared Personnel 

R2’ 

R2 

R1’ 

R1 

L
ik

e
li
h

o
o

d
 

Consequence 

Mitigation 

Documented trade-

off provides the 

rationale for the 

decisions made 



Common Weakness Risk Analysis Framework (CWRAF) 

Common Weakness Scoring System (CWSS) 

How do I identify which of the 900+ CWE’s are most 
important for my specific business domain, 
technologies and environment? 

How do I rank the CWE’s I care about according to 
my specific business domain, technologies and 
environment? 

How do I identify and score weaknesses important to my 
organization? 
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Technical Impacts – Common Consequences 

 



© 2012 MITRE 

1. Modify data 

2. Read data 

3. DoS: unreliable execution 

4. DoS: resource consumption 

5. Execute unauthorized code or commands 

6. Gain privileges / assume identity 

7. Bypass protection mechanism 

8. Hide activities 

 

Technical Impacts –  

Common Weakness Risk Analysis Framework (CWRAF) 

 



© 2012 MITRE 
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Scoring Weaknesses Discovered in Code using CWSS 



CWRAF/CWSS in a Nutshell 

W 

Wd 

CWSS  

Score 
CWE 

 

97 CWE-79 

95 CWE-78 

94 CWE-22 

94 CWE-434 

94 CWE-798 

93 CWE-120 

93 CWE-250 

92 CWE-770 

91 CWE-829 

91 CWE-190 

91 CWE-494 

90 CWE-134 

90 CWE-772 

90 CWE-476 

90 CWE-131 

… 
 

User-defined 

cutoff 

CWSS 

Scoring 

Engine 

Most 

Important 

Weaknesses 

―Vignette

‖ 

W is all possible weaknesses; Wd is all known weaknesses (CWE) 
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Which static analysis tools and Pen Testing 
services find the CWE‘s I care about? 

CWE Coverage Claims 

Most 

Important 

Weaknesses 

(CWE‘s) 

Tool A 

Tool B 

Pen 

Testing 

Service 

Set of CWE‘s a capability claims to 

cover 
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CWSS for a Technology Group 

Web Vignette 1 … TI(1), TI(2), TI(3),… 

Web Vignette 2 … TI(1), TI(2), TI(3),… 

Web Vignette 3 … TI(1), TI(2), TI(3),… 

Web Vignette 4 … TI(1), TI(2), TI(3),… 

Web Vignette 5 … TI(1), TI(2), TI(3),… 

Web Vignette 6 … TI(1), TI(2), TI(3),… 

Top N List 1 

Top N List 2 

Top N List 3 

Top N List 4 

Top N List 5 

Top N List 6 

Web Application Technology Group Top 10 List 

50% 

10% 

10% 

10% 

15% 

15% 

CWE Top 10 List for Web Applications can be used to: 
• Identify skill and training needs for your web team 

• Include in T‘s & C‘s for contracting for web development 

• Identify tool capability needs to support web assessment 



© 2012 MITRE 



Common Weakness Risk Assessment Framework uses Vignettes with Archetypes to identify top CWEs in respective Domain/Technology Groups 

Vignettes – Technology Groups & Business/Mission Domains 
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Software Assurance Automation 

 Use cases for SwA Automation:   

– SwA conditions/evidence for apps in an 
app store 

– SwA rating systems for determining which 
weaknesses are most important 

– Review/Discussion of the updated "Key 
Practices" Pocket Guide draft  

 Security automation standards in a cyber 
campaign and kill chain, as well as 
commercial offerings and operations and 
development 
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Software Assurance Automation 

 Use cases for SwA Automation:   

– SwA conditions/evidence for apps in an 
app store 

– SwA rating systems for determining which 
weaknesses are most important 

– Review/Discussion of the updated "Key 
Practices" Pocket Guide draft  

 Security automation standards in a cyber 
campaign and kill chain, as well as 
commercial offerings and operations and 
development 



Leveraging Vignettes in Cyber Security Standardization for Key ICT Applications in various Domains 

Common Weakness Risk Assessment Framework uses Vignettes with Archetypes to identify top CWEs in respective Domain/Technology Groups 



Organizations that have declared plans to work on CWRAF 
Vignettes and Technical Scorecards to help evolve CWRAF to 
meet their customer's and the community's needs for a 
scoring system for software errors. 

Common Weakness Risk Analysis Framework (CWRAF) 
and Common Weakness Scoring System (CWSS) 



Organizations that have declared plans to support CWSS in 
their future offerings and are working to help evolve CWSS 
to meet their customer's and the community's needs for a 
scoring system for software errors. 

Common Weakness Risk Analysis Framework (CWRAF) 
and Common Weakness Scoring System (CWSS) 



CWRAF/CWSS Provides Risk Prioritization 
for CWE throughout Software Life Cycle 

• Enables education and training to provide specific 
practices for eliminating software fault patterns; 

• Enables developers to mitigate top risks attributable to 
exploitable software;  

• Enables testing organizations to use suite of test tools & 
methods (with CWE Coverage Claims Representation) 
that cover applicable concerns;  

• Enables users and operation organizations to deploy and 
use software that is more resilient and secure;  

• Enables procurement organizations to specify software 
security expectations through acquisition of software,  
hosted applications and services. 



Common Attack Pattern Enumeration and Classification 
(CAPEC) 

Dictionary of attack types (mostly software) 

• CAPEC ID 
• Name 
• Description 
• Attack Prerequisites 
• Indicators of Attack 
• Examples 
• Related Weaknesses (CWE’s) 
• Mitigations 
Plus much, much more 

386 patterns, organized 
by categories, with views 



What types of attacks should I test my system against? 

Common Attack Pattern Enumeration and Classification 

W 

Wd 

CWSS  
Score CWE 

97 CWE-79 

95 CWE-78 

94 CWE-22 

94 CWE-434 

94 CWE-798 

93 CWE-120 

93 CWE-250 

92 CWE-770 

91 CWE-829 

91 CWE-190 

91 CWE-494 

90 CWE-134 

90 CWE-772 

90 CWE-476 

90 CWE-131 

… 

CWSS 
Scoring 
Engine 

Most 
Important 

Weaknesses 

CWE Related CAPEC ID’s 

CWE-79 CAPEC-232, CAPEC-106, CAPEC-19, … 

CWE-78 CAPEC-108, CAPEC-15, CAPEC-43, CAPEC-6, … 

… … 



Your Problem: How can you know that 
software you install or build is “secure”? 

• Developers are often not trained in security, and thus 
let dangerous code slip into software. 

• Most system owners likely have less understanding 
of these issues. 

So, you need tools and techniques to help 
you find and eliminate weaknesses that 
might get built into your software with 
the developer workforce that you have. 



Proposed Tools 

• Lists of common weaknesses and attacks. 
– Tools built to cover these can help you know your staff is considering all 

known weaknesses. 

– Training developers about these can prevent weaknesses from being built in. 

• Tools to check for weaknesses. 
– Running these on source code and/or compiled code can help you find 

weaknesses to remove. 

– Then, you can verify that they were removed. 

• Metrics to assign priority to issues found. 
– These metrics can help you adjust your level of rigor to the risks and 

impact-level of the specific system. 

– Decide how much risk (if any) to accept. 



Using the Tools 

• Train developers to avoid the worst problems. 

• Find security weaknesses in the code 
– Manual design/code review 

– Automated “static” analysis tools (for source code) 

• Eliminate those weaknesses 

• Test software against attacks 
– Automated “dynamic” application analysis tools (for executable code) 

• Repeat as necessary 

 



What software should you focus on? 

• Sadly, attackers can attack even “unimportant” 
software on a machine or network to get to 
more important (but less vulnerable software). 

• So, to some adequate extent, you must protect 
even your low-impact systems, to protect your 
higher impact systems/information. 



Lists of common weaknesses and attacks:   
Common Weakness Enumeration (CWE) 

• Source:  Academia, private sector, public sector. 
• Content: Dictionary of over 600 types of common software 

weaknesses. 
– Some examples: buffer overflow, command/SQL injection, 

missing/weak authentication, etc. 
– Typical info: code examples, common mitigation examples, links to 

related attacks 

• Typical Use:  COTS vendors require SW developers to avoid CWEs as 
part of their work.  It’s much cheaper not to have to remove issues 
later.   

• Typical Use:  There is commercial training for developers on how to 
avoid adding weaknesses to their code. 

• Typical Use:  Tool purchasers can  use the list to ensure their tools 
look for the full range of weaknesses. 



Tools to check for weaknesses  
Common Weaknesses 

Methods Tools/Resources 

Manual design/code review Developers trained to avoid/locate 
weaknesses and attacks. 

Automated static analysis of code An appropriate automated tool. 
Source Code. 
An analyst to help interpret results. 

Often Combined – based on CWE 

DHS Software Assurance (SwA) Program can help your organization 
locate training for developers and analysts, as well as potential tools. 



Lists of common weaknesses and attacks:    
Common Attack Pattern Enumeration and Classification (CAPEC) 

• Source: Academia, private sector, public sector 
• Content: Dictionary of over 400 attacks 

– Some examples: address spoofing, brute-force 
encryption/password attacks, man-in-the-middle attacks, etc. 

– Typical info: attack methods/examples, common mitigation 
strategies, links to related weaknesses 

• Typical Use:  Dynamic Tool purchasers can  use the list to 
ensure their tools attack the full range of weaknesses. 

• Typical Use:  Pen Testers can get guidance on how to attack 
known weaknesses to verify that they are not present. 
 



Tools to check for weaknesses  
Attack Paths 

Methods Tools/Resources 

Manual penetration testing 
 

“White-hat” hackers trained to 
locate/exploit weaknesses. 

Automated dynamic analysis of 
applications  (Tools like ??) 

An appropriate automated tool. 
Executable Code. 
An analyst to help interpret results. 

Automated Web-testing 
(Tools like Web-Inspect……) 

An appropriate automated tool. 
Access to the website. 
An analyst to help interpret results. 

Often Combined – based on CAPEC 

DHS Software Assurance (SwA) Program can help your organization 
locate training for penetration testers and analysts, as well as potential 
tools. 



Common Weakness Scoring System 
(CWSS) 

• Source: DHS - MITRE 

• Content: Method to score (rank) weaknesses 

– Similar to the National Vulnerability Databases 
CVSS. 

• Typical Use:  Rank weaknesses so you can 
decide which ones to address first. 

 

DHS Software Assurance (SwA) Program can help your organization 
understand how to use CWSS to rank weaknesses. 



When should I focus on  
Weaknesses and Vulnerabilities? 

Concept Deployed 
system 

Design Source 
code 

Object 
code 

Binaries 

Focus on 
Weaknesses 

 
A type of defect 

that may be  
exploitable. 

Focus on 
Vulnerabilities 

 
Something in code 
that can actually 

be exploited. 

Keep Weaknesses from 
becoming vulnerabilities 



Putting it all Together 

What weaknesses are most 
important? 

CWE CWSS What types of attacks 
exploit those weaknesses? 

CAPEC 

Does my testing cover all of 
those weaknesses? 

Does the system contain 
any of those weaknesses? 



Common Vulnerabilities and Exposures (CVE) 

Open Vulnerability Assessment Language (OVAL) 

Malware Attribute Enumeration and Characterization 
(MAEC) 

Cyber Obersvables eXpression (CybOX) 

Common Weakness Enumeration (CWE) 

Common Weakness Risk Analysis Framework (CWRAF) 

Common Weakness Scoring System (CWSS) 

Common Attack Pattern Enumeration and Classification 
(CAPEC) 

CWE Coverage Claims Representation (CCR) 

Common Weakness Enumeration (CWE) 

Common Attack Pattern Enumeration and Classification 
(CAPEC) 

CWE Coverage Claims Representation (CCR) 

automation can help… 



SwA in Acquisition & Outsourcing  
• Software Assurance in Acquisition and Contract Language  

• Software Supply Chain Risk Management and Due-Diligence  
 

SwA in Development  
• Integrating Security into the Software Development Life Cycle  

• Key Practices for Mitigating the Most Egregious Exploitable Software Weaknesses  

• Risk-based Software Security Testing  

• Requirements and Analysis for Secure Software  

• Architecture and Design Considerations for Secure Software  

• Secure Coding and Software Construction 

• Security Considerations for Technologies, Methodologies & Languages   
 

SwA Life Cycle Support 
• SwA in Education, Training and Certification  

• Secure Software Distribution, Deployment, and Operations 

• Code Transparency & Software Labels 

• Assurance Case Management  

• Secure Software Environment and Assurance EcoSystem 
 

SwA Measurement and Information Needs  
• Making Software Security Measurable   

• Practical Measurement Framework for SwA and InfoSec 

• SwA Business Case and Return on Investment  
 

SwA Pocket Guides and SwA-related documents are collaboratively developed with peer review; they are 

subject to update and are freely available for download via the DHS Software Assurance Community 

Resources and Information Clearinghouse at https://buildsecurityin.us-cert.gov/swa   (see SwA Resources) 

Software Assurance (SwA) Pocket Guide Series 

https://buildsecurityin.us-cert.gov/swa
https://buildsecurityin.us-cert.gov/swa
https://buildsecurityin.us-cert.gov/swa


The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS. 

Total Potential 
Security Issues 

(CWEs) 

Dynamic 
Analysis 

Static 
Analysis 

• Environment Configuration Issues 
• Issues in integrations of modules 
• Runtime Privileges Issues 
• Protocol Parser/Serializer Issues 
• Issues in 3rd party components 
• … 

• Null Pointer Dereference 
• Threading Issues 
• Issues in Dead Code 
• Insecure Crypto Functions 
• … 

• SQL Injection 
• Cross Site Scripting 
• HTTP Response Splitting 
• OS Commanding 
• LDAP Injection 
• … 

 Application Logic Issues 

•Reduce false positives 
•Map Exploited Issues to Code 

Value of Aligning Multiple Perspectives 



The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS. 

Practical Example: USAF ASACoE 

■ Application 
Software 
Assurance Center 
of Excellence 
(ASACoE) 
 

■ The Focal Point for Air 
Force Software 
Assurance (SwA) 
capability with the goal 
of reducing software-
induced risk from Air 
Force applications. 

 

101 



The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS. 
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Overview of Triage Assessment Process 

■ Establish buildable source code and executable test or 
operational environment 

■ Run static source code analysis scan 

■ Run web application scan 

■ Run application data security scan 

■ Prioritize results analysis 

■ Eliminate obvious false positives 

■ Correlate results of different tools to confirm 
vulnerabilities or eliminate false positives 

■ Conduct remaining analysis 

■ Characterize and classify findings 

■ Create integrated findings report 

■ Adorn integrated report with mitigation advice for 
findings 



The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS. 
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ASACoE Rationale for Multi-perspective 
Approach 

■ Air Force is looking to maximize its understanding of 
security risk in all areas of its applications (interfaces, 
business logic, data tier, etc.) 

 

■ ASACoE recognizes the difficulty and complexity of 
analyzing application security tool scan results 

 

■ ASACoE wants to provide as much context and guidance as 
possible to developers for mitigation and remediation 



The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS. 
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Summary and Conclusions 

■ Software Assurance analysis is increasingly becoming a 
high priority and is maturing in its capability 

■ Varying perspectives of analysis are available, each with 
their own unique value 

■ Blending multiple perspectives together yields better 
overall coverage and an integrated gestalt 

■ It is real and possible to begin pursuing this approach today  



Software Assurance 

Automation 

throughout 
the Lifecycle 

The level of confidence that software is free from 
vulnerabilities and functions as intended 

Languages, enumerations, 
registries, tools, and repositories 

Including  design, coding, testing, 
deployment, configuration and 
operation 

The level of confidence that software is free from 
vulnerabilities, either intentionally designed into the software or 
accidently inserted at anytime during its life cycle and that the 
software functions as intended. Derived From: CNSSI-4009 



Automation is one piece 

of the SwA puzzle. 



IT/Software Supply Chain Management is 

a National Security & Economic Issue 

Adversaries can gain “intimate access” to target systems, especially in a 
global supply chain that offers limited transparency 

Advances in science and technology will always outpace the ability of 
government and industry to react with new policies and standards 

 National security policies must conform with international laws and agreements while 
preserving a nation’s rights and freedoms, and protecting a nation’s self interests and 
economic goals;  

 Forward-looking policies can adapt to the new world of global supply chains;  

 Standards for automation, processes, and products must mature to better address 
supply chain risk management, systems/software assurance, and the exchange of 
information and indicators for cyber security;  

 Assurance Rating Schemes for software products and organizations are needed.  

IT/software suppliers and buyers can take more deliberate actions to 
security-enhance their processes, practices and products to mitigate risks  

 Government & Industry have significant leadership roles in solving this 

 Individuals can influence the way their organizations adopt security practices 

Globalization will not be reversed; this is how we conduct business –  To remain 

relevant, standards and capability benchmarking measures must address 

“assurance” mechanisms needed to manage IT/Software Supply Chain risks. 



Next SwA Forum at MITRE, McLean, VA – 18-20 Sep 2012 
 

Joe Jarzombek, PMP, CSSLP 

Director for Software Assurance 
National Cyber Security Division 
Department of Homeland Security 
Joe.Jarzombek@dhs.gov 
(703) 235-3673 
LinkedIn SwA Mega-Community 



National 
Defense 

Commerce 

Next SwA Forum meets 18-20 Sep 2012 at MITRE, McLean, VA 

Public/Private Collaboration Efforts for 
Security Automation and  Software 
Supply Chain Risk Management 



State of the Art Report on Software Security Assurance 

• An IATAC/DACS report identifying and describing 

the current state of the art in software security 

assurance, including trends in: 

– Techniques for the production of secure software  

– Technologies that exist or are emerging to address the 

software security challenge 

– Current activities and organizations in government, 

industry, and academia, in the U.S. and abroad, that 

are devoted to systematic improvement of software 

security 

– Research trends worldwide that might improve the 

state of the art for software security 

• Available free via 

http://iac.dtic.mil/iatac/download/security.pdf 

http://iac.dtic.mil/iatac/download/security.pdf


Enhancing the Development Life Cycle to Produce Secure 
Software 

• Describes how to integrate security principles 

and practices in software development life cycle 

• Addresses security requirements, secure design 

principles, secure coding, risk-based software 

security testing, and secure sustainment 

• Provides guidance for selecting secure 

development methodologies, practices, and 

technologies 

• Available free via 

• https://www.thedacs.com/techs/enhanced_life_cy

cles/ 

 

 

https://www.thedacs.com/techs/enhanced_life_cycles/
https://www.thedacs.com/techs/enhanced_life_cycles/


Measuring Cyber Security and Information Assurance 

• Provides a broad picture of the current state of 

cyber security and information assurance (CS/IA), 

as well as, a comprehensive look at the progress 

made in the CS/IA measurement discipline over 

the last nine years since IATAC published its IA 

Metrics Critical Review and Technology 

Assessment (CR/TA) Report in 2000 

• Available free via 

• http://iac.dtic.mil/iatac/download/cybersecurity.pdf 

 

 

 

http://iac.dtic.mil/iatac/download/cybersecurity.pdf


Software Assurance in Acquisition: Mitigating Risks to the 
Enterprise 

 

• Provides information on how to incorporate Software 
Assurance considerations in key decisions 

– How to exercise due diligence throughout the acquisition process 
relative to potential risk exposures that could be introduced by the 
supply chain 

– Includes practices that enhance SwA in the purchasing process  

• Due diligence questionnaires designed to support risk mitigation 
efforts by eliciting information about the software supply chain (these 
are also provided in Word format so they can be customized)  

• Sample contract provisions  

• Sample language to include in statements of work  

• Pre-publication version available free via 

• https://buildsecurityin.us-
cert.gov/swa/downloads/SwA_in_Acquisition_102208.pdf 

• Final version published by National Defense University 
Press, Feb 2009 

https://buildsecurityin.us-cert.gov/swa/acqart.html
https://buildsecurityin.us-cert.gov/swa/downloads/SwA_in_Acquisition_102208.pdf
https://buildsecurityin.us-cert.gov/swa/downloads/SwA_in_Acquisition_102208.pdf
https://buildsecurityin.us-cert.gov/swa/downloads/SwA_in_Acquisition_102208.pdf
https://buildsecurityin.us-cert.gov/swa/downloads/SwA_in_Acquisition_102208.pdf
https://buildsecurityin.us-cert.gov/swa/downloads/SwA_in_Acquisition_102208.pdf


Making the Business Case for Software Assurance 

• Provides background, context and examples for making the business 

case for software assurance: 

– Motivators 

– Cost/Benefit Models Overview 

– Measurement 

– Risk 

– Prioritization 

– Process Improvement & Secure Software 

– Globalization 

– Organizational Development 

– Case Studies and Examples 

• Available free via 

• http://www.sei.cmu.edu/library/abstracts/reports/09sr001.cfm 

 

http://www.sei.cmu.edu/library/abstracts/reports/09sr001.cfm


Software Assurance: A Curriculum Guide to the Common Body 
of Knowledge to Produce, Acquire, and Sustain Secure 
Software 

• Provides a framework intended to identify 

workforce needs for competencies, leverage 

sound practices, and guide curriculum 

development for education and training 

relevant to software assurance 

• Available free via 

• https://buildsecurityin.us-cert.gov/bsi/940-

BSI/version/default/part/AttachmentData/data/

CurriculumGuideToTheCBK.pdf 

 

https://buildsecurityin.us-cert.gov/bsi/940-BSI/version/default/part/AttachmentData/data/CurriculumGuideToTheCBK.pdf
https://buildsecurityin.us-cert.gov/bsi/940-BSI/version/default/part/AttachmentData/data/CurriculumGuideToTheCBK.pdf
https://buildsecurityin.us-cert.gov/bsi/940-BSI/version/default/part/AttachmentData/data/CurriculumGuideToTheCBK.pdf
https://buildsecurityin.us-cert.gov/bsi/940-BSI/version/default/part/AttachmentData/data/CurriculumGuideToTheCBK.pdf
https://buildsecurityin.us-cert.gov/bsi/940-BSI/version/default/part/AttachmentData/data/CurriculumGuideToTheCBK.pdf
https://buildsecurityin.us-cert.gov/bsi/940-BSI/version/default/part/AttachmentData/data/CurriculumGuideToTheCBK.pdf


Useful Links 

• DHS Build Security In Web Site 

– A wealth of software and information assurance information, including white papers on static 
code analysis tools 

– More information on Build Security In can be found at: https://buildsecurityin.us-
cert.gov/daisy/bsi/home.html 

• Common Weaknesses Enumeration (CWE) 

– This site provides a formal list of software weakness types created to Serve as a common 
language for describing software security weaknesses in architecture, design, or code 

– More information on CWEs can be found at: 

• http://cwe.mitre.org/ 

• CWE/SANS Top 25 Most Dangerous Software Errors 

– The 2010 CWE/SANS Top 25 Most Dangerous Software Errors is a list of the most widespread 
and critical programming errors that can lead to serious software vulnerabilities. 

– More information on the CWE/SANS Top 25 can be found at: 

• http://cwe.mitre.org/top25/archive/2010/2010_cwe_sans_top25.pdf 

• NIST SAMATE Static Analysis Tool Survey 

– The National Institutes for Science and Technology (NIST), Software Assurance Metrics and 
Tool Evaluation (SAMATE) project, provides tables describing current static code analysis tools 
for source, byte, and binary code analysis 

– More information on SAMATE can be found at: http://samate.nist.gov/ 

 

 

 

https://buildsecurityin.us-cert.gov/daisy/bsi/home.html
https://buildsecurityin.us-cert.gov/daisy/bsi/home.html
https://buildsecurityin.us-cert.gov/daisy/bsi/home.html
http://cwe.mitre.org/
http://cwe.mitre.org/top25/archive/2010/2010_cwe_sans_top25.pdf
http://samate.nist.gov/


Working for Homeland Security 

The DHS Office of Cybersecurity and Communications (CS&C) serves 

as the national focal point for securing cyber space and the nation’s 

cyber assets. 
 

CS&C is actively seeking top notch talent in several areas including:   

– Software assurance 

– Information technology 

– Telecommunications 

– Program management 

– Public affairs  

 

To learn more about CS&C and potential career opportunities, please 

visit USAJOBS at www.usajobs.gov .  

http://www.usajobs.gov/

