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Abstract:  This paper provides a snapshot of the findings, conclusions and recommendations a year-long Joint U.S. Army and Air Force study on the topic of software life cycle maintenance and cost modeling.  The paper starts by defining the work that government life cycle support centers typically perform as part of their normal jobs using a Work Breakdown Structure (WBS).  Using the Practical Software Measurement (PSM) methodology, the paper next identifies the questions key decision-makers in the maintenance process want answered and their related information needs. The paper concludes by providing recommendations for measures aimed at providing insights aimed at answering these questions.   
1. Introduction

During the past year, our study team has investigated in-depth how software maintenance was being conducted across the aircraft, missile and space domains [1].  The investigation has canvassed nearly forty major Air Force and Army weapons systems projects via questionnaires and interviews to develop its conclusions and recommendations.  As part of this effort, we tried to understand what tasks software maintenance personnel actually perform day-to-day as part of their jobs.  Based on these tasks, we next looked at how the work involved was estimated, budgeted and managed.  We also looked at the metrics and cost estimating models used by stakeholders for this purpose.  As our final thrust, we tried to gather hard data to quantify these measures as we conduct experiments to determine their usefulness in an operational setting.

This paper highlights our findings relative to measures and metrics.  It looks at the information that stakeholders need to gain insight into whether their maintenance teams are operating at peak efficiency.  The findings focus in on the work that software life cycle maintenance organizations perform to maximize perceived leverage. The paper concludes by providing recommendations for further work based on the results of our investigations.  These recommendations build on the results of the Practical Software and Systems Measurement (PSM) workshop held in Orlando, Florida in June 2009 [2] where we engaged the community to help define new measures to gain insights into the business of software life cycle support 
2. Software Maintenance Study Results

During the past year, we have been investigating the work that government software life cycle support centers perform to keep weapons systems operational.  We have visited numerous facilities and interviewed nearly forty Air Force and Army weapons systems projects to develop our conclusions.  The results of these efforts are summarized in Figure 1 where we show what work is performed by software life cycle support organizations.  The Figure is revealing because it shows that software maintenance is only a small part of the work typically performed in reality by these software life cycle support organizations.  Figure 2 provides a breakdown of the technical activities performed.  This Figure is also revealing because it shows that testing is by far the primary activities that these software life cycle support organizations work on.
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Figure 1 – Work Performed by Software Life Cycle Support Organizations
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Figure 2 – Technical Tasks Performed by Software Life Cycle Support Organizations

The following terms of reference are provided to set a context for better understanding of our findings:
· Software Maintenance – refers to the process of modifying a software system or component after delivery to correct faults, improve performance or other attributes, or adapt to a modified environment (ISO/IEC 14764).   Maintenance typically generates new versions of the software that are periodically released to the field by the life cycle support organization.  Systems undergoing enhancements, both medium and large-scale, typically need to perform both maintenance and sustaining engineering activities at the same time in parallel.
· Sustaining Engineering – refers to the process of sustaining the software infrastructure and environment used to maintain the software.  The infrastructure revolves around configuration and distribution management practices along with those used for emergency repairs and customer support (help desk, user training, etc.).  The environment includes those facilities and tools used to generate releases of new and patch versions of the software to the field.
· Acquisition Management (Support) – refers to the process of supporting the government program office by acting as their trusted agent to provide independent analysis, contractor oversight and management support on an as-needed and directed basis
·  Independent Verification and Validation (IV&V) –refers to the process of determining if a software deliverable meets its specifications and fulfills its intended purpose.  Verification involves evaluating the product as it is developed step-wise and in-depth, while validation is conducted to close the loop towards the end of the development cycle and ensure that the and product meets its requirements.
·  Independent Verification and Test (IV&T) – refers to the process of determining if a software deliverable meets its specification and can operate effectively in its intended environment.  The IV&T process differs from IV&V in that the software is typically analyzed in a System Integration Lab using operational environment using actual equipment, signals and threats during the testing of the software. 
3. Software Work Breakdown Structure (WBS)

The WBS presented in Table 1 further refines the work performed by the software life cycle support organization during maintenance by component task [3].  The purpose of this breakdown is to identify what maintainers do in each of the major activities illustrated in Figure 1.

This Table is important because it highlights the fact that software people do a great deal more than just software maintenance as part of their tasking in these government software life cycle support centers.  This is important because it allows us to gather measurements that provide insight into the fuller spectrum of activities that software maintainers support during this important part of the software life cycle.  As the WBS indicates, there are many tasks that are often pursued beyond those related to the activities people currently associate with maintenance.
	WBS
	Title
	Description

	1.0
	Operations, Maintenance & Support
	This entry collects the total cost associated with maintaining a system after it has been accepted by the customer (DD-250).  

	1.1
	Maintenance
	This entry summarizes the costs for updating and repairing elements of system.

	1.1.1
	Release Requirements
	This entry records the costs associated with release requirements formulation based on user request and problem analysis.

	  1.1.2
	Release Planning
	This entry records the costs associated with developing plans, budgets and schedules for block releases.

	1.1.3
	Architecture Analysis
	This entry records the costs for architecture analysis and design actions conducted aimed at satisfying requirements.

	  1.1.4
	Hardware Defect Repair
	This entry records the costs for repairing hardware defects.  Such costs include engineering and test1.

	  1.1.5
	Software Defect Repair
	This entry records the costs for repairing software defects. Such costs include engineering and test.

	  1.1.6
	Hardware Enhancements
	This entry records the costs associated with developing hardware enhancements and making perfective changes. Such costs include both engineering and test2.

	  1.1.7
	Software Enhancements
	This entry records the costs associated with developing software enhancements and making perfective changes.  Such costs include both engineering and test.

	  1.1.8
	Release Integration and Test
	This entry records the costs for acceptance test of the release including the costs associated with integration and verification.

	1.1.9
	Release Qualification and Delivery
	This entry records the costs for release qualification and delivery including the costs associated with product release and final documentation.

	1.2
	Sustaining Engineering
	This entry summarizes the costs associated with sustaining operations in the field.  It includes the costs of analysis and studies, emergency repairs and user handholding and support.

	  1.2.1
	Analysis and Studies
	This entry records the costs associated with the conduct of analysis and studies stemming from operational issues and problems.

	  1.2.2
	Emergency Repairs
	This entry records the costs associated with emergency repairs including those associated with development and delivery of patch releases to the field.

	  1.2.3
	User Training
	This entry records the costs associated with providing mentoring and training.

	  1.2.4
	External Support
	This entry records the costs associated with providing user, customer and other forms of external support that needed for operational or flight testing.

	1.3
	Independent Test & Verification
	This entry summarizes the costs associated with independently verifying and validating the system as releases are prepared and released typically by third parties.  Such verification activities can range from independent testing to detailed analysis of both designs and code on a separately maintained test-bench.

	  1.3.1
	Test Planning
	This entry records the costs associated with preparing test plans.

	  1.3.2
	Test Preparation
	This entry records the costs associated with developing test cases and scenarios and the related test tools needed to run them.

	  1.3.3
	Test Conduct
	This entry records the costs associated with conducting the tests, capturing results, verifying release requirements are satisfied and developing regression test baselines for use in revalidating the system when future changes are made. 

	  1.3.4
	Independent Analysis & Verification 
	This entry records the costs associated with performing the detailed analysis of designs and code needed to provide additional confirmation that requirements including those for security and safety have been satisfied.

	1.4
	Product Support
	This entry summarizes the costs associated with maintaining the overall quality of the processes, products and supplier networks used by the system in operations, maintenance and support.

	  1.4.1
	Configuration Management
	This entry records the costs associated with configuration management including those associated with CCB operations and tracking configurations, spares, licenses and parts among various operational and support sites.

	  1.4.2
	Quality Assurance
	This entry records the Quality Assurance costs aimed at ensuring the quality and integrity of the processes used by the system for maintenance and support. 

	1.4.3
	Peer Reviews
	This entry records the costs associated with conduct of peer reviews on the project including disposition of issues found.

	  1.4.4
	Supplier Management
	This entry records the costs associated with maintaining liaison with suppliers including those that provide parts, spares and software licenses.

	1.4.5
	Security
	This entry records the costs associated with security including those associated with security including planning, training and controls.

	1.5
	Information Assurance
	This entry summarizes the costs associated with information assurance including those associated with product and computer network protection3.

	  1.5.1
	Protection Services
	This entry records the costs associated with product protection including any associated with anti-tamper and maintaining any Secure Compartmented Information Facilities (SCIFs)4.

	  1.5.2
	DIACAP
	This entry records the costs associated with the periodic conduct of DIACAP accreditation and certification for those computer networks used to maintain and operate the system.

	1.6
	Acquisition Support
	This entry summarizes the costs associated with providing oversight and support for acquisition management activities.  Such costs often occur when managing third parties doing maintenance activities.

	1.7
	Operations Support
	This entry summarizes the costs associated with supporting operations in the field including those costs associated with database maintenance, configuration and system administration.

	1.8
	Facility Support 
	This entry summarizes the costs needed to ready and maintain those development and test facilities needed to maintain and sustain the system in the field.

	  1.8.1
	Maintenance Facility Sustainment
	This entry records the costs related to readying and maintaining a maintenance facility that can be used to develop and sustain the system once it is fielded.

	  1.8.2
	SIL Sustainment
	This entry records the costs associated with readying and maintaining a System Integration Lab (SIL) that is used to test and evaluate new releases destined for the field under realistic operating conditions (using tactical hardware in the loop).

	  1.8.3
	Equipment Sustainment
	This entry records costs associated with setting up and keeping tactical hardware used in the maintenance facility or SIL operational.

	1.8.4
	Specialized Test Equipment and Tools
	This entry records the costs associated with keeping specialized test equipment and tools used in the maintenance facilities or SIL operational.

	  1.8.5
	Network Operations & Administration
	This entry records the costs associated with managing and maintaining the networks used for maintaining, operating and supporting the system.

	1.9
	Field Support
	This entry summarizes the costs conducting field support including both labor and travel components.

	1.10
	Management
	This entry summarizes the costs associated with managing release and sustaining engineering activities and conducting metrics analysis.

	  1.10.1
	Release Management
	This entry records the costs associated with managing the generation of releases.

	  1.10.2
	Sustaining Engineering Management
	This entry records the costs associated with managing the sustaining engineering efforts for the system including those associated with independent testing; independent verification; acquisition, product, field, operations facility support; and information assurance. 

	1.10.3
	Risk Management
	This entry records the costs associated with planning for and performing risk management activities on the project.

	1.10.4
	Metrics Analysis 
	This entry records the costs associated with metrics data collection and analysis activities.

	1.11
	Parts
	This entry summarizes the costs of acquiring, packaging, transporting and storing replacement parts, components and subassemblies.

	1.12
	Spares
	This entry summarizes the costs of acquiring, packaging, transporting and storing spares.

	1.13
	Licenses
	This entry summarizes the costs for software licenses.  Such costs include the costs for the license along with those needed to maintain market watch and vendor liaison functions.

	1.14
	Cost Item General
	This entry summarizes all other costs not tied to categories within this breakout.  For example, process improvement support provided by the project would fit in this category as would the requirement to generate project summaries and lessons learned reports.


Table 1 – Software Operations, Maintenance and Support WBS
Notes

1 Many times the maintenance team must first determine whether the trouble report is a hardware or software problem.  When it is hardware, the team often winds up fixing it.

2 Often, software must be optimized when new hardware is retrofit into the configuration.  Such costs are normally not included as part of the hardware upgrade.
3 Information operations costs often are retrofit costs.  These can be substantial cost drivers especially when security has to be retrofit into an existing system whose architecture does not accommodate it.

4 Anti-tamper often occurs when systems are sold abroad and intellectual property must be protected.
Like most Work Breakdown Structures, the one shown in Table 1 should be viewed as a laundry list of tasks that can be performed by your software life cycle support center.  Some software life cycle support centers may perform all of the tasks listed.  Others may not.  Some of the activities may involve new requirements that projects may be considering like information operations.  Other tasks like manning a help desk and providing user support may or may not be applicable. Projects must select those tasks that are applicable to them.  No two projects will be the same.
4. Maintenance Measures and Measurement
Our strategy for maintenance measure is to develop a simple-as-possible approach that aids decisions-makers involved in the processes performed during software maintenance by addressing their basic information needs.  To identify these needs, we have posed the candidate questions listed in Table 2 for use in addressing the gaining the insights associated with the following five identified areas of focus.  The Balanced Scorecard Measurement Framework [4], along with strategy maps, provides a basis for using guidelines published by the Practical Systems and Software Measurement (PSM) program to generate a useful set of questions and measures that support an organization’s overall business goals and strategies.
Insights Sought

The following insights are sought by our metrics and measurement program:

· Managing release content and quality
· Achieving high levels of customer satisfaction

· Monitoring and control of operations

· Maintaining stability of operations

· Predicting future needs (people, equipment, etc.)

Areas of Focus

The following seven primary area of focus are areas where metrics and measurement are believed to be needed:
· Change management – refers to whether or not the software life cycle support center has the ability to support desired changes the software to alter capabilities and/or system capacities. 

· Problem resolution – refers to whether or not the software life cycle support center has the ability to support changes to the system that properly address interruptions and/or reductions in service stemming from problems identified during operations.

· Request fulfillment – refers whether or not the software life cycle support center has the ability to adequately handle requests made of the system by users during the course of operations (planned updates, moves of equipment, etc.).

· Test effectiveness – refers to whether or not the test program established by the software life cycle support center is effective in terms of its coverage and degree of automation.  Testing is singled out as an activity during softgware maintenance because of the leverage it presents (as we have seen as much as sixty to seventy percent of the work performed during maintenance involves testing).
· Customer satisfaction – refers to how satisfied the customer is with the overall service provided by the software life cycle support center.
· Workforce loading – refers to whether or not the software life cycle support center has the workfoce capacity to adequately handle the desired workload (assignments by management).

· Equipment loading – refers to whether or not the software life cycle support center has the the system capacity to handle the workload placed on the hardware and software that comprise the current system. 

These information needs can be met by some of the existing PSM measures, but as shown in Table 3, several new ones are needed to provide the insights desired by those involved in software maintenance programs.  The new measures are identified in terms of information-concept-measure mappings as defined by PSM.

	Candidate Questions Being Addressed by Measures

	Information Categories
	Measurable 
Concepts
	Questions to be Addressed

	Maintenance Improvement Results
	Change management
	· Will actions result in acceptable release content?

	
	
	· Will the release be made in a timely manner?

	
	
	· Will all desired high priority enhancements, repairs and repairs be incorportated in the release?

	
	Problem resolution
	· Will actions resolve reported problems satisfactorily? 

	
	
	· Will the impact of repairs on other problems be resolved? 

	
	
	· Will actions fix the root cause rather than the symptoms of the problem?

	
	
	· Will actions reduce the backlog of problem reports?

	
	Request fulfillment
	· Will actions result in timely request fulfillments?

	
	
	· Will actions be achieved in a user-perceived efficient and effective manner?

	
	
	· Will actions address exceptions in an optimal fashion?

	
	Test effectiveness
	· Will testing result in high confidence in the capabilities of the new release?

	
	
	· Is test coverage relative to changes made to the baselined maintenance release satisfactory? 

	
	
	·  Has regression testing been automated to maximum degree possible?

	
	Customer satisfaction
	· Will actions increase the customer satisfaction?

	
	
	· Will actions reduce desired levels of customer support?

	
	
	· Will actions help address specific customer concerns?

	
	Workforce loading
	· Will actions provide sufficient workforce to do the job?

	
	
	· Will workforce be able to handle unplanned events?

	
	
	· Will actions result in acceptable employee morale?

	
	Equipment loading
	· Will actions provide sufficient equipment to handle the forecast workload?

	
	
	· Will actions results in optimal resource utilization?

	
	
	· Will actions permit us to retain acceptable reserves?


Table 2 – Candidate Questions Being Addressed by Maintenance Measures
	Information – Concept – Measure Mapping

	Information Categories
	Measureable

Concepts
	Prospective Measures

	Maintenance Improvement Results
	Change management
	· Number of changes (e.g., changes by project by date and type)

· Change open/close rate (e.g., change open/close by date, priority and type (enhancement, repair or perfective change).
· Effort (e.g., hours per change).

	
	Problem resolution
	· Number of problems (e.g., problems by project by date and type)

· Problem find/fix rate (e.g., problem find/fix by date, type and criticality).
· Backlog rate (e.g., backlogged problem open/close by date, type and criticality).
· Problem propagation rate (e.g., problem caused by fix by date, criticality and when it was repaired).
· Effort (e.g., hours per problem).

	
	Request fulfillment
	· Number of requests (e.g., requests by project by date and type)

· Request open/close rate (e.g., request open/close by date, type and priority)
· Effort (e.g., hours per request)

	
	Test effectiveness
	· Number of tests (e.g., number of tests needed to qualify release).

· Number of tests automatically run (e.g., percentage of those run without manual intervention to total).

· Test coverage (e.g., percentage of requirements in baseline addressed by tests).

	
	Customer satisfaction
	· Number of customer complaints (e.g., complaint by account by date and type).
· Satisfaction ratings (e.g., customer survey results).
· Effort (e.g., hours).
· Measures of customer concerns (e.g., call center response times).

	
	Workforce loading
	· Effort (e.g., hours by date, labor category and skill level per task).
· Percentage utilization (e.g., percent of desired used).
· Staff turnover.

	
	Equipment loading
	· Machine loading (e.g., CPU and memory utilization/task by date, facility and network/machine identifier).
· Percentage utilization (e.g., percent of available used).


Table 3 – Information – Concept – Measure Mapping

5. Suggested Organizational Maintenance Measures

The measures in Table 3 were developed primarily to address the specific information needs of decision-makers managing weapons system maintenance projects at software life cycle support centers.  In addition to these, we have identified the three additional measures which we believe are candidates for use by senior management in judging the effectiveness of their software life cycle support organizations:
· Maintenance backlog        

Goal: reduce backlog by tracking number aging of Problem Reports not in current releases.

Question addressed:  Has the backlog of open Problem Reports (classified by priority and age) been adequately addressed in the current maintenance release and has the propagation of defects caused by fixes across versions been tracked and mitigated?
Measures: backlog rate reduction (e.g., number of backlogged problems closed by project).
· Test effectiveness during maintenance 
Goal: place attention of testing because it consumes such a large portion of the budget.

Question addressed:  Do the regression tests used for qualifying the current maintenance release adequately cover the changes made to the baseline (including enhancements, repairs and perfective changes) and are they automated to the maximum degree possible?
Measures: test automation (e.g., percent of tests automated by project).
· Operational effectiveness for maintenance
Goal: measure whether or not maintenance goals are being realized effectively by the organization.
Question addressed:  Are the resources allocated for life cycle support of software adequate to get the job done and are the operational processes/procedures used to accomplish the job judged effective in terms of the results generated?
Measures: project success rate (e.g., percent projects successful by organization).
6. Next Steps

Proposing measures for maintenance is the easy step.  Determining whether or not they work when placed into operation in one of our life cycle support centers, and, if they do not work, why not is harder.  Needless to say, we need feedback hopefully gathered via actual trial use by those doing the work.   We are endeavoring to get such feedback by enlisting pilot projects at one or more of the life cycle support centers during the next fiscal year.  Such feedback should prove invaluable when it comes to refining our measures to provide the insights decision-makers need to improve how they manage maintenance projects in the field.
7. Summary and Conclusions

In this paper, we summarized the findings, conclusions and recommendations a year-long Joint U.S. Army and Air Force study on the topic of software life cycle maintenance and cost modeling.  We started by defining the work that government life cycle support centers typically perform as part of their normal jobs using a Work Breakdown Structure (WBS).  Using the Practical Software Measurement (PSM) methodology, we next identified the questions key decision-makers in the maintenance process want answered and their related information needs. The paper concluded by providing recommendations for specific measures aimed at providing insights aimed at answering these questions.   Such measures were defined in this paper using the information - concept – mappings provided in Table 3.  We also proposed measures for use by seniors to make judgments relative to effectiveness at the organizational level.   We also noted that our next step was to gather feedback and refine these measures by piloting them on actual projects during the course of the next fiscal year.
It is important to note that the findings, conclusions and recommendations within this paper are directed towards weapons systems.  Based on our extensive analysis of recently released ISBSG (International Software Benchmarking Standards Group) data on 350+ maintenance and support projects [5], these findings are not applicable to mainframe-based data processing projects.  The differences in the underlying nature of the projects reported are the root cause of the disparity.

The study team is indebted to those who participated during its investigations.  Their openness, support and candid appraisals of current software maintenance practices are acknowledged.  So is the support of senior management and the staff located at the U.S. Army and Air Force’s software life cycle support centers and headquarters organizations.  
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Findings –Life Cycle Support Groups Do More Than Just Maintenance



Notes

About seventy percent of their work involves:

Maintenance

Sustaining Engineering

Independent V&V

The other thirty percent is devoted to other tasks:

Acquisition management

Software development (e.g., America’s Army)

Support staff includes both government and in-house contractor personnel



Effort Distribution
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Findings - Testing Is The Primary Maintenance Activity



55%

10%

20%

Notes

As much as 60-70% of the technical work done during maintenance supports the retesting and qualifying the system

Testing is made harder when developers fail to transition and turnover the needed set of regression tests for use in revalidating the software once changes have been made

Support tasks are performed to maintain system integrity and support field operations

Technical Workload
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