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Software-Enabled Systems Are Today’s
Strategic Resource

Software

“Software is the building material for modern society”

3 Oil

Dr. Bill Scherlis*

Manual

Source: SEI|

>
Increasing Globalization, Productivity, and Complexity
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Engineering-In Software Quality Assurance
Throughout the SDLC* - Measurement Challenges

Increasing complexity of software

Satisfying unique operational mission and business needs
Solving the vulnerability identification chasm

Addressing system sustainment

Handling the expanding code base

Understanding attack patterns, vulnerabilities, and
weaknesses

7. Increasing vulnerabilities

8. Designing-in software quality over the lifecycle

9. Reducing technical debt

10. Working in the infancy of software engineering discipline

ok wbhPE

* SDLC: System Development Life Cycle
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Context: Software Assurance/Cyber Imperative

* In early 2017, the Office of the Under Secretary of Defense
for Acquisition, Technology, and Logistics (USD(AT&L))
updated DoDI 5000.02 to include a new Enclosure 14. The
policy states, in part,

“Program managers, assisted by supporting organizations to the

acquisition community, are responsible for the cybersecurity of
their programs, systems, and information...”

» Persistent pursuit of software quality assurance is a constant
struggle in part because processes, methods, and
measurements across the lifecycle are not mature

* Program managers’ guidebooks for engineering software
guality assurance into the system acquisition lifecycle are
being worked on
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Context: Increasingly Software Quality Assurance
Is a Moving Target

» Definition*: The level of confidence
that software functions as intended
and is free of vulnerabilities, either
intentionally or unintentionally
designed or inserted as part of the
software throughout the lifecycle

* Moving target: The changing and 118 i B
expanding role that software plays in | [ \adlha 0 T
cyberspace means that the
development of software-enabled
systems must continue to evolve while
we pursue software quality

*Source: DoDI 5200.44 Protection of Mission Critical
Functions to Achieve Trusted Systems and Networks

(TSN), and 2013 NDAA S933
Source: SE|
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Intelligence Model — Support for Decision Making

Relationship of Data, Information and Intelligence

Operational I Data | Information Intelligence
Environment | | | | I

Collection Processing Analysis
and and
Exploitation Production

Source: Joint Intelligence / Joint Publication 2-0 (Joint Chiefs of Staff)
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Context: Enduring Questions That Drive Hard
Choices About This Imperative

 How much is enough?

 How much does “enough”
cost?

* |s “enough” affordable?
* How does one decide?

 How does one evaluate the
“goodness” of the decision?

Measures Supporting Advancements in Program Management,
With Operational Participation, are Needed Source: SEI
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Context: Traditional Project Measures
Integrated with Big Data Measures

Nexus Drivers
—

* Dynamic policies and
domain characteristics
Rapidly changing needs
3 Blurring of traditional
Multiple | organizational lines

i Domains |

Complex governance
$, resources, workforce
constraints
Technology optempo!
e Dbig data collection
e processing
information
» analytics and
production
« Measurement model
Source: SEI —® may be domain
dependent
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Context: Example Domain - Autonomous
Systems

- Algorithmically driven agents will work in 5% of economic
transactions

- 20% of all business content will be authored by machines
- 6 billion connected things will be requesting support

- 50% of the fastest growing companies will have fewer
employees than smart machines

- More than 3 million workers globally will be supervised by
“robobosses”

DoD is increasingly employing autonomous capabilities across a
diverse number of systems

Source: DSB Study — June 2016
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Autonomous Systems in Use Today Are the
Result of Decades of R&D

R&D areas include

digitization of sensors
adaptive algorithms

natural user interfaces
machine learning

. machine vision

- data analytics

Source: SEI
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UNCLASSIFIED

Increasing Complexity of Cybersecurity Systems

Complex{i’ty and How We’lnterpret It Are Kex Drivers in Measurement

Commercial

DoD must be able to operate
* between layers

» between networks

» between domains

High Alt / * between environments
Gateway Relay !  ———
_________________________ . / ‘ Source: Kenneth R. Turner
- Dep. Director, Spectrum

Policy and International
Engagements

DoD Chief Information Officer

Aerial
== - E ] rv—’:’ir*
*';r;)’h -"KC-135
c-17

EMS/Net-Enabled

' S, ct’l Net Ops —— - . E

Op EMS/Net Mgt

Anti-access
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Satisfying Unique Operational Mission and

Business Needs

Practical measures for a complicated world:
Reassessment of information measures |

Source: SEI
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Solving the Vulnerability Identification Chasm
First line of defense in software assurance is the application
(software) layer: Classic Issue — Tacking action on the
measurement data we have

84% of breaches exploit
vulnerabilities in the application!

Yet funding for IT defense vs.
software assurance is 23 to 12

1. Clark, Tim, “Most Cyber Attacks Occur
from This Common Vulnerability,”
Forbes, 03-10-2015

2. Feiman, Joseph, “Maverick Research:
Stop Protecting Your Apps; It's Time for
Apps to Protect Themselves,” Gartner,
09-25-2014. G00269825
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Addressing System Sustainment

Source: SEI
S SoftwareEngmeermg Institute | Carnegiel\blhll]mmty

Software development and sustainment require planning:
Applying software assurance (SwWA) measures across SDLC

Break point where software is
handed off for sustainment is
increasing blurred

Involves coordinating
processes, procedures,
people, and information

Challenges include

rising costs
Recertification/retesting
dynamic operating
environments

legacy environments
SDLC SwA measures

© 2017 Carnegie Mellon University
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Handling the Expanding Code Base

Software is dramatically expanding with limited natural

governance: Finding measures that scale is a bigger issue
Size of Codebase (SLOC)

Google =2,000 MSLOC

Healthcare.gov

Debian 5.0 (all software in package)
Software in typical new car, 2013
Mac OS X 10.4

Debian 5.0 codebase

US Army's Future Combat System
Facebook (without backend code)
Windows Vista (2007)

Microsoft Visual Studio 2012
Large Hadron Collider

Microsoft Office (2013)

Windows XP (2001)

Windows 7

Symbian

Microsoft Office for Mac (2006)
Windows 2000 (2000)

Microsoft Office (2001)

F-35 Fighter

Apache Open Office

Linux 3.1 (recent version, 2013)
Android (upper estimate)

Boeing 787, total flight software

o 100 200 300 400 500 600

Millions of Source Lines of Code

Source: David McCandless, “Information is Beautiful,” 21 September 2016 web retrieval
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Understanding Attack Patterns, Vulnerabilities, and Weaknesses
Defining cybersecurity measurements to satisfy information needs

close
. hatch door door .
water flooding in sub actions* sub fills _
known attack weaknesses system & w/water sub sinks
threat patterns & vulnerabilities |Sysiem Security technical operational
actors (CAPEC) (CWE/CVE) Trades im pacts impacts
"9 ltem 1~

-4

-
Weakness/
==® ylnerability $T-¢ Item e-

Reported Source: Bob Martin, MITRE

e “Actions” include architecture choices; design choices; added security functions, activities, and processes; physical
decomposition choices; static and dynamic code assessments; design reviews; dynamic testing; and pen testing.

« Vulnerability is the intersection of three elements: a system susceptibility or flaw, attacker access to the flaw, and
attacker capability to exploit the flaw.

© 2017 Carnegie Mellon University
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CVE 1999 to 2017 : Reported Common Vulnerabilities
What to Measure

and Exposures (CVE)

WEAKNESSES

=
el s = (o]
@ T . 3 I
N g o 5 — N~
o 9 = Q L 9 2 =
509 v © = 3 o c >
S w8 g >© oS = O =
e o o =0 =1 - @
©C o Ww c >0 % c ®w© = N =
c £ S 03 0 X w © 2
c < Wacspaﬁ > 2
G © S .2 o x O = S © S
nm O 25T aad 2 E m
> 2 = 5
—-— — A o
- -~y - o Q
~ £ c St
5.3 g o 2.3 8=
- 95 o ..m.....m \ o © gu
[TET— Q _ = — T =
£ 25 =} S £ w X o 0%
VI 5 o © = - wn ‘s £ , o =
w 5 o = S >0 0 3 ¢ [ a3
_—g 2 Y >0 =3 5 o o v
- S £ ® © 4 o w3 o A o «
IﬂﬂlUDleDbeeW N
O o s5= O weoegscx — . O o5
f—t 0o c>SEx0o 1)
L = 0 E ©® 35 ¢ L
o] eu_m.nemr o
< N>2523o0 = X
& o E
2 8 - =
- = 2
~ = 7
Ee] = ]
> D = Mw nru....w.
V s..ndnr wp
ws2z3 3
S 25es2¢gs
o=
Ot o< >Scao 2

- Bl
B -nr
- — ey
- - - - - - = -l
= % ¢1-d3:z

-~~~ §3u}

_— ]

Notional

@

Ly 7Y

$853834853E3
B2E550855

e —

—i—

o = w = s

50,000
85,000
000
000
0,000
5,000
£0,000
55,000
50,000
45,000
40,000
35,000

Software Engineering Institute | Carnegie Mellon University

—_—

PSM

Dalasca: Nictrihinti ic llnlimi

Dithlin

A Annrnvad far

rihiitinn Ctatamant

Nict

e

19

© 2015 Carnegie Mellon University

SEl Proprietary —
Distribution: SEI Internal Only

e Mellon University

| Came,

i_ Softvwvare Engineering Institute



Author 6/14/2017
Program

Example: Software Quality Measurement over
the SDLC

Improving architectural design and measurement over the SDLC

Where Software Flaws Are Introduced
70% 20% 10%

Requirements System  Software =~ Component Code Unit Integration System Acceptance Operation
Engineering Design Architectural ~ Software  Development Test Test Test
Design Design

SSP0 16% 50.5%

Where Software Flaws Are Found

Modern development and testing tools will be critical

Sources: Critical Code; NIST, NASA, INCOSE, and Aircraft Industry Studies

9%
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Measures of accumulating software assurance technical debt?
RDT&E Funding by DAE Tenure Period (1997-2014)
Gansier Aldridge Wynne Krieg Young Carier Kendall
GMLRS/GMLRS AW & MH-60S, 7/1/98, 8B49%
3/1/98,733% @
A
250% it *
RQ-4A/B Global Hawk
. # Active Programs 2014 SAR
May Not Be Right 4 Completad
200% Direction if Pushing : _ N
Costs to Sustainmente Right Direction if
# UH-60M Black Hawk \ Better PrOg rams
150%
@ ITRS HMS Source:
L L Performance
& WGS Chem Demil- J
100% v of the
MQ-8 Fire Scout ’ A STRYKER & LHAG Defense
* AEHF [AEHF SV 1-4] ACQUISItIOﬂ
MQ-9 Reaper 4 FAB-T
50% Excaiipur® FELV @ FMS & i CH-53K & 1AMD System
4 A FBCB2 WIN-T INC 1 * *\H‘ﬁ:& ';eamgwfalf‘;u'e 2015 Annual
;| LS Inc
cuazp TACTOM  wmaRs " S a0 Macemyeage  cpsu Report, Sep.
¢
GBS 4 ASSM-ER C-5 RERP - .gv?-fw. G’@JS‘EUW’ Wimr Inc2 kc-130) PIg o’cx AMDR 16, 2015
0% A eagnicapfiic MM »# e ® = A LUH $e sosu Y
MQ-18 UAS PREDATOR "“"E. WIN-T Inc 3 ‘SP?I:é iV HC/MC-130 Recap ®-1cs @IV £.22 Inc 3.28Mod
A AEHF [AEHF SV 5-6] KC4GAE sse
CGS (ISTARS GSM) & B-2EHF Inc1
-50%
1997 1999 2001 2003 2005 2007 2009 2011 2013 2015
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Example: Measuring Technical Debt - the
Expanding Code Base - OSD Weapon Systems

A Growing Reliance on Software

Operational & Support

Software
e sad B | 240000
I
|
I :
20,000 |~ 1 Growing

| Affordability

3 : and Assurance

2 15000 |- 1 Challenges

g Operational Software =

3 A !

S / 1

@ 10,000 [~ i
1
I

5,000 [~ 1
1
I
(0] - — : Graphic. Hagen'Sceenson
F-16ABlock1 F-16DBlock 60  F-22Raptor  F-35 Lightning Il F-35 Lightning Il “Deiverng Mitary Software
a974) (1984) 997 (2006) 2012) Affordably.” Defense ATEL

Mar-Apr 2013

Software as % of total system cost
1997: 45% =——p 2010: 66% —p» 2024: 88%

Source: U.S. Air Force Scientific Advisory Board. Sustaining Air Force Aging Aircraft into the 21st
Century (SAB-TR-11-01). U.S. Air Force, 2011.
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Engineering-in Software Assurance Over the Lifecycle
Engineering Artifacts Provide Opportunities for More Integrated

Measurement

Desi . Secure Code Test Monitor
Understand = .es.lgln Design Coding e o Coverage Pen Test Threats/
SWA Risks rinciples Inspection Practices p Metrics Attacks

Respond to
Incidents

Upgrade
SwA

Defects

Requirements evelopmental RFP Full Rate Production
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Working in the Infancy of the Software

Engineering Discipline
Improving the workforce by developing software core
competencies and career field

Origins/History Begun in antiquity Begun in antiquity Mid-20th century

Enduring Laws Laws are foundational to Laws are foundational to Only mathematical laws have proven
furthering exploration in the furthering exploration in the foundational to computation

science science
Framework of Four main areas: astronomy, Science of dealing with e Several areas of study: computer
Scientific Study physics, chemistry, and health maintenance and science, software/systems
earth sciences disease prevention and engineering, IT, HCI, social
treatment dynamics, Al
* All nodes are attached to and rely
on a netted system
R&D and Launch  10-20 years 10-20 years Significantly compressed; solution
Cycle time to market must happen very
quickly
HCI: human—computer interaction; Al: artificial intelligence Source: SEI
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Example: Human-
Machine Teaming

In the real world, autonomy is
usually granted within some
context—explicit or implicit

« parents and children

« soldiers, sailors, marines,
and airmen

How do we do this for
machines?

« Explicit may be easy, but
implicit is hard for machines

« Commander’s intent
« Mission orders

Related to need for
explainability and predictability
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So Where Does This Lead Us?

* A more robust measurement approach will be needed...

» Decision makers will need insight and understanding about the
meaning of the data

* As software-dominated system projects become larger in
scope/complexity ... capitalizing on opportunities for making
better decisions will become more important

« Critical to shift from “what happened?” which is a question of
information based on sparse data

« To seeking insight by asking “what happened, why, how do we
solve the problem, and can we evaluate that it has been solved?”

« Enabling an analytics based framework that seeks to leverage
traditional measurement, metrics, data, and information - if
done right will provide meaningful understanding and insight
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Final Thought: Measurement of Advanced
Program Management, With Operational

Participation,
Will determine if we create C3PO and Johnny 5. ..

Source: SE|
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...or the Borg

Source: SE|
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Contact Information

Dr. Kenneth E. Nidiffer, Director of Strategic Plans
for Government Programs

Software Engineering Institute
Carnegie Mellon University
Office: + 1 703-247-1387
Fax: + 1 703-908-9235
Email: Nidiffer@sei.cmu.edu

—_u © 2017 Carnegie Mellon University
=i Software Engineeri itute | Universi Dr. Kenneth E. Nidifer

—— Engineering Institute | Carnegie Mellon ty ' iiffer
nNi i inn t+ A Annrnviad far Dithlis alaaca: Nictrihiitinn ic | Inlimitad

PSM

Ctataman A =)

© 2015 Carnegie Mellon University

SEl Proprietary —
Distribution: SEI Internal Only

i_ Softvvare Engineering Institute Carnegie Mellon University

29



