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SoS Background and Motivation

= Growth in Systems of Systems (SoS)

— SoS are prevalent in military and non-military domains in today’s
networked environment

— Most military capabilities depend on multiple systems working together
effectively to meet user mission needs

— However, current defense acquisition is based on the development and
engineering of individual systems, often without a clear understanding of

the SoS context(s) in which systems will be deployed

= Need for SoS engineering is recognized

— Increased attention is being paid to application of SE across the SoS
supporting missions

— SoS pose challenges for current SE practice resulting in development of
approaches to SoSE

To date, there has been little attention to SoS measurement

MITRE



System of Systems

A set or arrangement of systems that results when independent and
useful systems are integrated into a larger system that delivers unique
capabilities

Systems of Systems Engineering

The process of planning, analyzing, organizing, and integrating the
capabilities of a mix of existing and new systems into a system-of-
systems capability that is greater than the sum of the capabilities of the
constituent parts

Maier (1998) five key characteristics of SoS
= QOperational independence of component systems

= Managerial independence of component systems

= Geographical distribution

= Evolutionary development processes

= Emergent behavior
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Maier SoS Characterization

* Maier (1998) postulated five
key characteristics of SoS:

* Operational independence of
component systems

Managerial independence of
component systems

Geographical distribution

Evolutionary development
processes

Emergent behavior

SoS Types

Directed

» SoS objectives, management, funding and = Many SoS exist
authority; systems are subordinated to SoS but are not

Acknowledged recognized and

N . develop and
» SoS objectives, management, funding and evolve without
authority; however systems retain their own benefit of SE
management, funding and authority in parallel with

the SoS Types apply
Collaborative when the SoS

o ) is recognized
* No top down objectives, management, authority, and treated as
responsibility, or funding at the SoS level; an SoS
Systems voluntarily work together to address ]
shared or common interest In tfeaI"tSYsé“OSt
: actual SoS are
Virtual a combination
* Like collaborative, but systems don’t know about of these types

each other

© 2014 The MITRE Corporation. All rights reserved.

Scale and Scope of SoS

Technical Enterprise

Miktary Satellite Communicafions
Space Segment LProtected Widanand stwerk

e | seor | e [ | (own | omr | mor
] o) =l

Tactical Vehicle

BATILE
REABY

Missions
Sets of systems working

Platforms together to provide a broader Information

capability or mission Technology

Networked information
systems to support
operations within or
across platforms or

A military platform (e.g.
ship, aircraft, satellite,
ground vehicle)
equipped with
independent systems
(e.g. sensor, weapons, systems to meet

communications) mission or capability
needed to meet platform 505 oo objectives

cbjectives
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Investigations Into SoS SE for Defense &

Beyond

Systems Engineering Guide for
Systems of Systems

Version 1.0
August 2008
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- i e Db Tae Over the past five year, the DoD has begun addressing aspects of

+ Summary

|Systems Engineering for

Systems of Systems
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Evolving DoD Perspective on 505
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Main Page

Hole to Revewsrs
Reading the SEDaK
Acknowledgements
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Darge ECUEEHN WiEw Source history
Systems of Systems (SoS)

System of systems engineering (SoSE).while not @ new discipline, is an|
Contury {Jamshich 20082) Whale systerns engmeenng i a bty establs
general, SoSE mquires considerations beyond thase usually associatod|

Contents [noe|
1 Topics
2 Definmon and characierishcs of Systems of Systems
1T f 808

4 Emargence
& Application demains and the diference between System of System Enging
6 Reterences

6.1 Clanons
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SoSE Wave Model — Implementer’s View

= Recognizes need for disciplined iterations to

An evolutionary systems systematically address impacts of inevitable change
engineering approach to — Backbone of ongoing analysis

evolving complex systems — Architecture evolution

and systems of systems — Overlapping iterations

— Forward movement with feedback

External Environment

Initiate Conduct ! Continue : Continue ' Continue
SoS SoS Analysis SoS Analysis SoS Analysis SoS Analysis

Evolvle o~ i
SoS |.....> LT TR S 8
Arch

/

Implement
SoS

v

Implement
SoS
Update

Update

Provides a framework for addressing SoS measurement MITRE
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Practical Systems and Software
Measurement Workshop Context

PRACTICAL SOFTWARE AND SYSTEMS MEASUREMENT

Practical Software and Systems
Measurement

Objective Information for Decision Makers

SoS Measurement
24 February 2016

Judith Dahmann, MITRE
Mimi Hailegiorghis, MITRE
Garry Roedler, Lockheed
Cheryl Jones, Army

PRACTICAL SOFTWARE AND SYSTEMS MEASUREMENT

Objectives of the Workshop

» Layout the basic characterization of SoS, the
SoS engineering workflow and the
implications for measurement, with an
example

» Review the PSM measurement approach to
assess how it applies or can be adapted to
SoS, including challenges and opportunities

PSM b February 2016

Join with the system measurement community to address

SoS measurement

MITRE
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Workshop Format and Intended Output

Exiem

PRACTICAL SOFTWARE AND SYSTEMS MEASUREMENT E_

%
Steps

Workshop Format steps
Lifecycle
Architecture Plan/implement

— Deveia s o eualye T Rersstent technicel
515 Framesark 5ing 505 Eualutio

Each participant to provide ideas on post-its
- Questions (Information Needs)
- What are some Conceptual Measures for the indicators?
- What are Prospective Indicators for that questions?
- Note if this is applies to So8 or to the Sysfems?
- Challenges/Risks for SoS

PSM cits February 2616

PRACTICAL SOFTWARE AND SYSTEMS MEASUREMENT

Intended Output

Question Indicator Measure

+ Questions

« Measures
* Indicators

=
Steps <]
inSoS ||
Lifscycle

First Step to Develop ICM for SoS and SoS White Paper

PSM clts February 2016

First step is to understand unique SoS measurement issues

MITRE
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Information Category-Measurable Concept-
Prospective Measures (ICM) Table

Information
Category

Project

Questions

Measurable
Concepts

I —
Categories
Schedule and
Progress

Measurable Concepts

Milestone Completion

Questions Addressed
s the project of service mesting scheduled
milestones'

Axe critical tasks or delivery dates slipping?

Indlcators

Prospective Indicators
- Milestons Progress

Measures

Measures
Sample Base Measures
- Nuumber of milestones started and completad versus plan

Notes

- Completion should be based on achieving spectfic
mantifiable milestone completion criteria

- Include updates as schedules

- Milestones may include inch stones, or major eritical

milestones

- Might also look at critical path performance (slack time)

Work Unit Progress

e specific activities and products completed a3
scheduled

Requirements Progiess
- Problem Reports Progress

ss
- Action Items Progress

Requirements defined. traced. verified, validated
- Problem reports discovered. closed
- Reviews completed

Change requests opened. resolved

- System elements designed, implemented, integrated.
approved. qualified. accepted
- Test cases developed. attempted. passed
- Action items opened. completed

~ Other work unit progress measures may be defined based
on the work in progre:
- Other schedule performance indicators are included with
financial performance indicators (e g eamed value
measures)

Work Backlog

T the backlog of work wmits growing
Efas the backlog of work mits been adequalely
addressed

~ Work Unit Backlog Trends
Burndown Rates

—Work units in backlog, work units in backlog resclved

~Measure/categonize by priority level and age
- Work units may be:

actions, assignments
service requests
story points or features
maintenance actions
open defects or open pr

reports

Tcremental Capability

T capability being delivered as scheduled in

incremental builds, releases, or service provisions?

ystem Elements Integrated
- Functionality Integrated

~Systemus clements mtegrated (p] versus actual)
- Functions integrted (planned versus actual)

Fesources and
Cost

Fimancial Performance

T the project or service meeting budget and
schedule objectives

1 the project or service at risk of exceeding
established cost and schedule objectives?

CCPL SPI Trends
- Eamed Value Cost and Schedule Variance
- Budget Adsquacy and Trends

- Cost T

- Cost and Schedule Impact Risk Trends

Eamed Value.
- Budgeted Cost of Work Scheduled (BCWS)
- Budgeted Cost of Work Performed (BCWP)
- Acmal Cost of Work Performed (ACWP)

- Latest Revised Estimate (LRE)

- Estimate at Completion (EAC)

- Budget, planned. and actual costs
- Cost and schedule risk

~For deployed systems. costs include those fo operate.
maintain (resolve problems). and enhance system

- Include updates as funding changes

- For risks. develop a range of cost values with associated
probabilities, not just a single "cost” value. to facilitate
improved awareness of potential cost exposure. Note that
this should be related to both cost and schedule risk

Bersonnel Effort

- <ffort being expended according to plan?
Is there enough staff with the required skills?

 Staff Level Sufficiency

- Effort Distribution and Trends
- Skill Profiles

- Staff Tumover Rates

~Number of staff on project and projected
- Number of staff by skill level

- Mumber of staff by activity

- Staff added, removed, quit

~Can also focus on key staff
- Effort distribution and trends by activity provides a more
detailed profile

- Look at these measures for the current state and future
projection

- Skills include expertise, experience, training, education,
and domain knowledge

Facilities and Support Resources Are needed ﬂlcl].mes equipment_ tools. and ~Resource availability - Quantity needed. available
ble as needed to meet - Resowrce utilization - Time required. available, used
Size and Stability |Physical Size and Stability |Efow big is and how much change is occurring with |- System Element Trends _ System elements added. modified deleted - Consider both internal and external interfaces
the product's physical size, physical characteristics, |- Interface Complexity - Interface number (unique). complexity, growth approval - System elements can include software or hardware
or interfaces? - Interface Compatibility |rates. changes, TBD/TBR closure per plan elements

- Lines of Code Trends

- Lines of code added. modified, deleted

Functional Size and Stabilify

the product’s fimctional size, content, or logical
characteristics?

Eow big 1= and how much change is ocoumng with

~Pequr Trends
- Architecture Element Trends

- Functional Element Trends

- Work Unit Backlog Size Trends
- Function Peints Trends

- Call Center Requast Trends

- TBD/TBRs Trend:

Number added, modified. deleted

—This can be applied at any part or level of the system,
definition

- Functional architecture changes can be at the level of
architecture description. model. or elements

- Call center requests can be categorized as problems or
enhancements

Can the current ICM be applied or adapted to SoS

= PSSM product

" Provide set of
reusable
measures

= Currently
focused on
project
measuremen

MITRE



SoS Workshop Approach

Address Core Elements of

Progess

Measurable Concepts

lesione Completon

information Category-Measureab. _pt-Prospective Measures
A

Prospective In
i the project or Milestons Progress

fslestones”

Question Indicator Measure

(Completion should be based on ackueving specilic
buanifisble mlestone completion crtens

Include updates 33 schedules change

Milestones may include inch stones, of major eritical

Juiestones
fight akio look at criical path performance (clack time)

Work Unit Frogess Raquremsent: Frogress : defined, traced, verifed, validsted (Oer work wmat progress mearizes may be dafined based
- Problem Repers Progress - Problem reports discovered. closed b e worl: m progmes:
Reviews Progress - Reviews completed Other schedule performance indicators are included with
- Change Requests Progress - Change requests opened. resalved fussicial performance indicators (e.g. earned value
System Elements (Unuts) Progress - System elements decigned. implemented. integrated. beasures)
- Test Cases Progress
Action Ttems Progress
Work Backlog  the backlog of work units growing? Work st Backlog Trends [ Work wnits i backlog. work wits in backlog resoived [ Measre categanize by prionity level and age.
s the backlog of work waits been adequately ‘Bumdown Rates Work waits may be:
ddreszed” actions, assgrments
service sequests
story poiats or feanwres
mamRenance actions
open defects or open stakeholdes problem reports
Tocrement] Capability [ capatilny bemng delivered & sehediled Syviem Element: Laiegraied T

bocremental builds. releaces. o senice provisions? |- Functionality Integrated - Functions integrated (planned versus actual)

Resources and
ast

Financial Performance

 The project or service meeting budget and
hechule objectives?

: the project or service atrisk of exceeding

Jetabliched cost and schedule bjectives”

- CPL, SPI Trends [Earmed Valne:
‘Eamed Value Cost snd Schedule Variance |- Budgeted Cost of Work Schedled (BCWS)

- Budger Adequacy and Trends - Budgeted Cost of Work Performed (BCWE)
Cost Trends - Actual Cost of Wtk Pesformed (ACW)
Costand Schedule [mpact Pisk Trends |- Budget at Completion (BAC)

- Latest Revised Estimate (LRE)

- Estimate at Completion (EAC)

[ For Geployed systems. costs inchude those to operate.
fuineain (resolve problems), and enhance system
Include updates 15 fimding changes

For risks, develop a range of cost values with associated
obabilities, not just 3 sigle “cost” valve, to faciliate
frproved awareness of potential cost exposure. Note that
5 should be related to both cost and schedule risk.

Personne] Effort

 effon being expended according
: there enough saff with the requa]

SoS Wave Model Steps

Resowrces

Tities, equipmest, |
Juaterials available as needed to

Size and Subility

© 2014 The MITRE Corporation. All

Phiysical Size and Stability

ow big 1 and how manch change &
Joe product’s physical size, physical
w mterfaces?

Conduct.

Functional Size and Stabikity

Tow Big 1 and Bow mch change

Joe product’s functional size,
Juaractensics?

Iteration &
feedback HE)
among steps

Implement
505
Update

implement implement

Updste Update

= |nitiate SoS:

Provides foundational information
to initiate the S08

* Conduct/Continue SoS Analysis:

Provides analysis of the ‘as is’
808 and basis for its evolution

= DevelopfEvolve SoS Architecture:

Develops/evolves the persistent

= Plan SoS Update:

= Implement SoS Update:

Evaluates SoS priorities, backlog of
508 changes, and options to define
plans for the next 08 upgrade cycle

Oversees system implementations and
plans/conducts SoS level testing,
resulting in a new SoS product
baseline

technical framework for So$ evolution
and a migration plan identifying risks
and mitigations

@014 The MITRE Corporation. &l rights ressrued

= Continue SoS Analysis:

Ongoing S0S analysis revisits the state of
and plans for the $0S as the basis for S0$

evolution MITRE

13

ICM for SoS

= Start with SoS
guestions addressed
at each step in SoSE
using the SoS wave
model framework

|ldentify common
indicators and
measures for
questions

MITRE



Workshop Results

Information
Categories

Measurable

Concepts
]

Questions

pective Indicat

Indicators

Measures

Measures
Sample Base Measures

- Completion shox g specific
aariabia milastone commplatice cecn

- Include updates a3 scl change

- Milestones may tchude nch stones. or naajor erttical

lestones
- Might alsa look at critical path performance (slack time)

Acton Tiews Progress

Taced venfied valigated
- Problem reports duscovered. clored

Reviews compleied

Change requests opened. resolved

System elements designed. implemented. integrated,
pproved. quilfied.sccepisd

i gt devilnpad, stemplil jaseid

Action ttems opened. complte

“Giher oo ©e defined baied
on the work in progress

- Orher sbedul pertorunse indicators are ncluded wilh
finencaal performance wdicators (e 5

measures)

Wotk Backlog

Tz the Backlog of work wmits growing?
a5 the backlog of work wats been adequately
dresced?

Work Unit Backlog Trend:

Work wmits m backlog. work urats in backlog resolved

“Meanue/categonizs by prionty level and age
- Work waits may be:

mm&m o o ekt

Tacremental Capability

s capabitiny
incremental builds, releases, or service provis

2 delivered o seheduled

Syiem Elements Twepaed
| Functionality Ltegrated

o actal)
et wrn:md (planned versus acual)

Cost

T e pr
chedule objectives?
15 the project or service atrisk of exceeding
established cost and sehedule chyectrves?

Aget and

CCPL 5P Trends
Eamed Value Cost and Schedule Vaniance
| Budget Adequacy and Trends
Cost Tremds
- Cost and Schedule lmpact Risk Trends

DA Coutof Wcak Scimdilad QLD
Cost of Work Performed (BCWP)
Aeni Cont ot otk Perforimed ACOYP)
| Budget at Completion (BAC)
Latest Reviced Extunate (LEE)

. Estimate st Completion (EAC)
- Budger, planmed. and actusl eosts
Cost and

“i

~For deplayed rysiemms, coms melide

For ks, develop a range of cost value: with associated
Fobabdmrs ot just 2 single "cort” value. to facilitate

oved swareness of potential cost tha
it shoold be elased e ot ¢t and schadile ik

Persomnel Effort

[ <ffort being =

pended
2k staff wwath the

r(mdmg e

"Siaft Level Sumbesency
ibution asd Trends

- Stall Profiles

- Staft Tumover Rates

TP o Wl ou et S e
fuzaber of staff by kall les

- Number of staff by activ
Staff added. removed,

~Can alo focus on Key sl
- Effort distrbation and trends by actiaty provides s mote

- Look at these measures for the current state and funwre

- Skts inchude expertine,exparience, riming, edication,
knowledge

Facilifies and Support Resowrces

[Are needed facilines, equipment. 100k, and
matenals avaulable as needed to meet nulestones”

[Tesoue avalabiliy
- Resousce unlization

iy needed, available
Time required. available, used

Size and Subility |Physical Size and Stabilify

and how much change 12 ocourming wi
sysical size, physical charactersstic

[ Sysiem Element Trends

~Sysiem elements added. modified.deisied

Functional Size and Swbility

[Fow big 1s and Bow miich change 1 scourming wi
¢ fanctional size, comtent, or logical

charactenstics?

Work Unit Backlog Size Trends
Function Points Tr
Call Center Reuen Trends

- TBD/TBR Trends

Conider both mtemal and external miecfaces
ements can inchude software or hardware

partor level of the

e
changes can be at the level of
model. or elements

e categorized a3 problems or

14

" For new SoS
measurement
considerations

Identified core
questions

Discussion focused
on measurable
concepts and
information
categories

Indicators and
measures may not
be reusable but more
specific to the SoS

MITRE
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SoS Wave Model Steps

xternal Environment

v v ! v

Continue

Initiate Conduct
SoS Analysis

SoS SoS Analysis

lteration &
feedback
among steps

Implement
SoS

fo)
Update

" |nitiate SoS:

Provides foundational information
to initiate the SoS

= Conduct/Continue SoS Analysis:

Provides analysis of the ‘as is’
SoS and basis for its evolution

= Develop/Evolve SoS Architecture:

Develops/evolves the persistent
technical framework for SoS evolution
and a migration plan identifying risks
and mitigations

Continue
SoS Analysis

Continue
SoS Analysis

Implement

Implement
SoS

SoS

= Plan SoS Update:

Evaluates SoS priorities, backlog of
SoS changes, and options to define
plans for the next SoS upgrade cycle

™ Implement SoS Update:

Oversees system implementations and
plans/conducts SoS level testing,
resulting in a new SoS product
pbaseline

= Continue SoS Analysis:

Ongoing SoS analysis revisits the state of
and plans for the SoS as the basis for SoS

evolution MITRE
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Workshop Results - 15t Step
Developing SoS Measurement Approach

= On technical management measures - many ICM

- Describe curent So5 elements apply directly to SoS management

+ CONOPS

: rf = On technical measures - integrating across wave model
O SSEess performance

agains bjectes steps, extract questions and driving measurement

« Expected performance

+ Achsl(messure concepts for systems and SoS

+ Faultisolation
«  Source of gaps ; ’
SoS Architecture Area Measurement Concept Questions

Technical analysis of SoS
changes or altematives to o
the current architecture to

Effectiveness What are top-level objectives for the SoS?

Is the SoS achieving the user capability objectives?

impror¥e SoS effectiveness
or performance e - - P
- New, added, different or How do stress conditions impact SoS effectiveness?
updated systems in How does SoS performance impact SoS effectiveness?
current archietcture
+ New architecture with What are gaps between expected and observed SoS effectiveness?
new ways to organize
and employ systems What are root causes of gaps?
Produces recommendations p - : :
for changes How alternative architectures compare in terms of SoS effectiveness?
TBD
Plan SoS Update
« Evaluate SoS priorities, Performance Is the SoS performing as expected?
options and backlogs ™ ;
- Define the planforthe How do stress conditions impact SoS performance?
next SoS upgrade cycle.

How does the systems' performance impact SoS performance?

Implement SoS Update TBD
-Sylsrfprarl‘esmentandtest System Effectiveness Do the systems maintain system level effectiveness when part of the SoS?

G, Which systems have largest impact SoS effectiveness?

integration and test
SoS S TBD

« Monit t —
im%?é%?,ﬁ’;ﬁfﬁ" Perfomance How are the systems performing in the SoS context?

» Conducts SoS testing -

 Addresses unanticipated How do the systems contribute to the SoS?

factors encountered

= MITRE
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2017 Workshop — Next Step
Measurement at Each Step the Wave Model

= At each step (I -1V)

External Environment - What are the queStlonS to be
' | ' addressed?

Initiate Conduct ' Continue
SoS SoS Analysis SoS Analysis

— What measures would you need?
[ [Evlve] = Technical? Technical management?
}mhc, = At SoS level? At the system level?

| — What are the measurement

““5&3%12"‘ > challenges?

= For technical and technical
management

LI LIV = Start with acknowledged SoS

k / — Assess what is different for other
types

Evolve

© 2014 The MITRE Corporation. All rights reserved. MITRE
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for
Results
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Conduct SoS Analysis

Questions

SoS

Technical

Tech Managemet

System

Technical

Tech Management

Challenges

Evolve SoS Architecture

Questions

SoS

Technical

Tech Managemet

System

Technical

Tech Management

Challenges

Plan Update

Questions

SoS

Technical

Tech Managemet

System

Technical

Tech Management

Challenges

Questions

SoS

Technical

Tech Managemet

System

Technical

Tech Management

Challenges

© 2014 The MITRE Corporation. All rights reserved.
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Join Us for Workshop #1

Systems of Systems (SoS) Engineering
Measurement Through the SoS Life Cycle

Tuesday June 13
1:30 - 5:00

© 2014 The MITRE Corporation. All rights r reserved . MITRE



