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Required Software Security -1

 This proposed driver (parameter) will rate the level of Required
Software Security based on the ratings of multiple characteristics.
These characteristics will address:

— Testing the expected threat at the required security level

— Amount of required conformance to security standards and
evaluation/certification documentation

— Analyst and Programmer Capability In software security
— Experience in the Application Domain
» Secure design experience, e.g. Defense in depth
e Secure programming experience
— Experience using Security tools
— Availability and use of tools that look for:
« Common vulnerability and exposure (CVE)
« Common weakness enumeration (CWE)
« Known Malware input
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Required Software Security -2

« Availability and use of tools that do:

Static code analysis (for Common Weakness Enumeration)
Binary code analysis (for Common Vulnerability and Exposure)
Dynamic Analysis: Malformed Input & Behavior Analysis

Use standard nomenclature in reporting, e.g. CWE, CVE
Update their CVE database frequently

« Workshop Observations

1.

As with other COCOMO Product drivers, implementing security will
require more functionality and increase software size. However there
are other factors that can influence cost.

The Required Software Security driver adjusts the nominal cost up or
down depending on the ratings of the characteristics

Making software secure may improve the quality of the software and
reduce rework thereby defraying the cost of the extra effort in
implementing security functionality, i.e. the cost of security may be
free
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